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Network Enumeration and Port Scanning
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e Network enumeration using PowerShell
e TCP port scanning using PowerShell
e UDP port scanning using PowerShell
e Using PowerShell tools for port scanning

Network enumeration using PowerShell
Byl o cel plaasiie ol jo T Cowl 3485 Cud )0 g a0 S5 Network Enumeration
S y500 8 5 ey by by o PowerShell asgl covss Boa 4t ogas ,0 1) (& i Sledlb
5o .asb Network Enumeration slxl sly sieis;)l g)l5) Sl o j9aimg lo Jasws ;o died ;08

13,5 wubled oy |y 3985 Cend o jelate opl sl PowerShell ;i solaiw! sgz (x|

asile 4t sla ol)lo b ams e o5l ) 53445 e 4 PowerShell :Discovery of network assets
oo0,5 Ping ly o1y o 1, Test-Connection sile Jlygws oS ais 1) lolKiws g b g o HOSE
Cunld ob slolis 4 wilgs o Resolve-DnsName o, |15 a oyl (09 (wyiws j0 owyp g o HOSE

&S ol b sl g e g e Wil o TeSt-NetConnection 45 J> o S SS

5O ke, wledbl asles o o 53585 <5 POwerShell L :Active Directory enumeration
Get- Get-ADUser sile ola)lpl oS (5 9lae> Ban Active Directory (AD) lise s,4e
oolatwl 09,5 ¢ by p,l5 Sledbl bsL sl wils o Get-ADGroupMember 3 ADComputer

IS eSS 05l (6395 bl 5 4SSl S 4y baosls (pl isd

@ Securityworld.ir Luo 63l 9lid jol 6383 S iy



EG_PJ r,lg> Uiy — 3945 o (gl JHiiygl b ulubl @

SECURITYWORLD

ols sy olg e |, PowerShell slac oI :Network shares and permissions
Slp olg oo |, Get-Acl g Get-SmbShare wile Jl)giws 00,5 @ byl slajeme 4l slShare
05ill bl 3y50 y0 |, ola iy g oop 15 & oyl b lad o o yiws 338> g 5L sla Share olulis
.Q)5T Cowdo d.j‘)‘ LS)‘QJ'.’ 0 v

ololis il o PowerShell :Enumeration of network shares and user information
Sl sl pdscam! § 4t sl 0,50 50 1) (6 yin Sledlbl wssles o NetUser 3 NetView sl
QS

50 G g b 020 0 o5l ) $3545 cus 4, PowerShell :Enumeration of running services
a5 3l s> 5 e b Get-Service | solatwl b oS Slulis Baa slagbpe g9, 1) x>
o538 cws Get-WmiObject L Windows Management Instrumentation (WMI)
g5 ol WS sl e Jleiml slac iy 5 o] Slaplats o g 0590 50 Sl aily e

«Ba2 Sl 10 (6 pdcaw] Sl £9,5 sl oy o POwerShell 51 :Vulnerability scanning
‘A..SLSA ) ‘) L;o...xs )‘)5‘ rs).a Lgl.%dm L’ ol ALl ‘SLQ‘_S‘)JJJ&M] as gs’lﬁ:w)iw‘ )‘ oolazw! L’
WS oo S 098l dlas (sla lo g Coglgl 4 pl oS solal]

5 PowerShell's Test-NetConnection :Port scanning and banner grabbing
Cons a0 ledbl pl 0,8 soliwl yu 38,5 ¢ &g Sl pll sl ol o 1, INVOkeWebRequest
KLY G’L.\:L.w cML’ oAzl 6[@00@‘95“

slaloise ,0 345 cus Job ,0 Network Enumeration ¢l 6,90 15 o PowerShell o, oyl 5

5 W )50 a4 b dlad (pl plnil (b cnl b iled (plolid it 605 0500 ln 1) 63905
Lol (55970 00l (ol Al Sl I Sliabol (gl enlin je2 L

)

@ Securityworld.ir Luo 63l 9lid jol 6383 S iy



Eﬂi’ﬂ r,lg> Uiy — 3945 o (gl JHiiygl b ulubl @

SECURITYWORLD

TCP port scanning using PowerShell
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Single port scanning with Test-NetConnection
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Test-NetConnection -ComputerName 192.168.1.100 -Port 80

ComputerName :192.168.1.100
RemoteAddress :192.168.1.100
RemotePort : 80
InterfaceAlias : Ethernet
SourceAddress :192.168.1.101
TcpTestSucceeded : True
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Multiple port scanning with Test-NetConnection
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SRemoteHost ="192.168.1.100"
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SPorts = 80, 443
foreach (SPort in SPorts) {
Test-NetConnection -ComputerName SRemoteHost -Port SPort }

ComputerName :192.168.1.100
RemoteAddress :192.168.1.100
RemotePort : 80
InterfaceAlias : Ethernet
SourceAddress :192.168.1.101
TcpTestSucceeded : True
ComputerName :192.168.1.100
RemoteAddress :192.168.1.100
RemotePort 1443
InterfaceAlias : Ethernet
SourceAddress :192.168.1.101
TcpTestSucceeded : False
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Enumerating open ports with Test-NetConnection
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SRemoteHost ="192.168.1.100"
SPorts = 1..65535
SOpenPorts = foreach (SPort in SPorts) {
SResult = Test-NetConnection -ComputerName SRemoteHost -Port SPort
if (SResult.TcpTestSucceeded) {
SPort

}
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Single port scanning with .NET
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SRHost ="192.168.1.100"
SPort = 80
STcpClient = New-Object System.Net.Sockets.TcpClient

try {
STcpClient.Connect(SRHost, SPort)
Write-Host "Port SPort on SRHost is open."

}
catch {

Werite-Host "Port SPort on SRHost is closed or filtered."

}
finally {

STcpClient.Close()}
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Multiple port scanning with .NET

:.3455&))3 |) LQ:UT C«z.x.c‘:gjoos.oj U‘i"‘" ‘) Ldsu)s.:

@ Securityworld.ir Luo 63l 9lid jol 6383 S iy




ES_PJ r,lg> Uiy — 3945 o (gl JHiiygl b ulubl @

SECURITYWORLD

SRHost ="192.168.1.100"
SPorts = 80, 443, 22
foreach (SPort in SPorts) {
STcpClient = New-Object System.Net.Sockets.TcpClient
try {
STcpClient.Connect(SRHost, SPort)
Write-Host "Port SPort on SRHost is open."
}
catch {
Write-Host "Port SPort on SRHost is closed or filtered."
}
finally {
STcpClient.Close()}}
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Enumerating all open ports with .NET

$lp olg o PowerShell 5lcoul (s,9,0 Ban guews o 50 5L sl g ples olulid )lge S 50
0,5 ooliiul b g ) b Silaanns Sl

SRHost ="192.168.1.100"
SStartPort =1
SEndPort = 65535
for (SPort = SStartPort; SPort -le SEndPort; SPort++) {
STcpClient = New-Object System.Net.Sockets.TcpClient
try {
STcpClient.Connect(SRHost, SPort)
Write-Host "Port SPort on SRHost is open."
}

catch {# Port is closed or filtered.}

" @ Securityworld.ir Luo 63l 9lid jol 6383 S iy




Eﬂi’ﬂ r,lg> Uiy — 3945 o (gl JHiiygl b ulubl @

SECURITYWORLD

finally {
STcpClient.Close()}}

L5k slacs g g oS co Sl Bad biwe jo 1) (Sew las g ples Siletiusw 3k 4 PowerShell

D80 o 8155

S Oy Sl o o Sl S S slo bl 5l Sl cidu Glaie 4 oDy Sl pleil (6l

ICEL P F I LRPES (g yeb sl A.J)s wlbwo‘so Iy oSl oy Qlfo.:.:Sui.,s.Loﬂ

Sl olexe & PowerShell ;s .NET Socket Objects wgioe solitul a5 gtun job a0 a5 olSin .l
Conal Culgs 50 9 S o Jos Sl g ypinoew sl Courdg ob 5l S )],53985 ol (gl (goied ;a8
UDP port scanning using PowerShell
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SRHost ="192.168.1.100"
SPorts =53, 67,123
foreach (SPort in SPorts) {
SUdpClient = New-Object System.Net.Sockets.UdpClient
try {
SUdpClient.Connect(SRHost, SPort)
SUdpClient.Send([byte[]](0), O, 0)
Write-Host "UDP Port SPort open - SRHost"
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}
catch {

Write-Host "UDP Port SPort closed - SHost."

}
finally {

SUdpClient.Close()}}
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https://github.com/BornToBeRoot/ PowerShell _IPv4PortScanner
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\IPv4PortScan.ps1 [-ComputerName] <String> [[-StartPort]
<Int32>] [[-EndPort] <Int32>] [[-Threads] <Int32>] [[-Force]]
[<CommonParameters>]
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PS> .\IPv4PortScan.psl -ComputerName www.snowcapcyber.com -EndPort 500
Port Protocol ServiceName ServiceDescription Status

53 tcp domain Domain Name Server open
80 tcp http World Wide Web HTTP open
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PS C:\>ps2.psl1 -sT -i 192.168.1.1
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