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DNS and types of DNS queries
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Types of DNS queries
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SFQDN = "www.snowcapcyber.com.com"
SResult = Resolve-DnsName -Name SFQDN
if (SResult.QueryResults.Count -gt 0) {
SIPAddress = SResult.QueryResults[0].IPAddress
Werite-Host "IP address of SFQDN: SIPAddress "
}else {
Write-Host "Unable to resolve IP for SFQDN"}
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sl b, gt Joosl slayg,m 3,5 Lasin slp MX sles S, :Querying MX records
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SDomain =" snowcapcyber.com"
SMXRecords = Resolve-DnsName -Name SDomain -Type MX
if (SMXRecords) {
SMXRecords | ForEach-Object {
SMailServer =$_.NameExchange
SPreference = S_.Preference
Write-Host "MX Record: SPreference"
Write-Host "Mail Server: SMailServer"}
}else {
Write-Host "No MX records found for SDomain"}

a1y MX slos )58, S ol 0usS 0 550l 095 Ll 5,40 aels L |, SnOwcapcyber.com .l ol o
A2 oo yiled 5 gt dbgyye (Soig Sl Sy (5l yg e g 03T Dlarlais ol e

Jgimn a5 (spime ol loygrm 4 aals SO el gl NS sleo,sS, :Querying NS records
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el 00 00,91 Resolve-DnsName ;l oolaxwl L INS 5,55, 4 b e 5555 51,21 o9 il o

SDomain = "snowcapcyber.com"
SNSRecords = Resolve-DnsName -Name SDomain -Type NS
if (SNSRecords) {
SNSRecords | ForEach-Object {
SNameServer =S_.NameHost
Write-Host "Name Server: SNameServer" }
}else {
Write-Host "No NS records found for SDomain"}
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SIPAddress = "192.168.27.132"
SPTRRecords = Resolve-DnsName -Name SIPAddress -Type PTR
if (SPTRRecords) {
SPTRRecords | ForEach-Object {
SDomainName =S$S_.NameHost
Write-Host "PTR Record: IP Address SIPAddress resolves
to SDomainName" }
}else {
Write-Host "No PTR records found for IP address SIPAddress"

}
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(6555 bz glgil b emdlet cul 5l soliiul b oS gz |, PTR 3 NS (MX (slas 55, alo> 5| DNS
Olye 4y osSae DNS slagoiinz 5 sine ol slojg o ol Slojspm 9550 )0 (sotpe DDl 0l oo
!y PowerShell 5l ol o 655> a5 sims o las o Jlie (pl S (55l aex 34 s 5l ise
AT g Ca e 5o Ol g )sld laasiie 5 a5 e 4 5 5,5 eoliiul DNS b Lo e sla IS

Sgei oS 4 ailie
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SDomain = "snowcapcyber.com"
SDnsServer ="192.168.1.1"
# Enumerate MX records
SMXRecords = Test-DnsServer -IPAddress SDnsServer -Name SDomain
-Type MX
if (SMXRecords) {
Write-Host "MX records for SDomain:"
SMXRecords.QueryResults | ForEach-Object {
Write-Host "Server: S(S_.MailExchange)" }
}else {
Write-Host "No MX records found for SDomain"}

5o e Sl See 5355 s :DNS spoofing and cache poisoning tests
DS osliinl sgm o yBe (sl g 4 SLl 5 Culaa sl Cache Poisoning ol DNS sl s pds o]
Jor bl aS oS ol asilgs oo o] Test-DnsServer sl oolatw! b Goa DNS slagwl iolesl b

SDnsServer ="192.168.1.1"

SMaliciousServer = "malicious.com"

STargetDomain = "snowcapcyber.com"

# Test if DNS server resolves to malicious IP

SDnsResponse = Test-DnsServer -IPAddress SDnsServer -Name

STargetDomain -Type A

if (SDnsResponse.QueryResults.IPAddress -eq "malicious_IP") {
Write-Host "Server vulnerable to spoofing."

} else {
Write-Host "DNS server is not vulnerable."}

&l DNS (lo g, 5l cwl See lexlgo :ldentifying DNS amplification vulnerabilities
s 35S Loyl L3 IP @ sols (g0l polie a5 wigd el g 0 oolawl <9 AMplification oMo
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SDnsServer ="192.168.1.1"
SQueryType = "ANY"
STargetDomain = "victim.com"
# Test DNS server for amplification vulnerability
SDnsResponse = Test-DnsServer -IPAddress SDnsServer -Name
STargetDomain -Type SQueryType
if (SDnsResponse.QueryResults.Count -gt 1) {
Write-Host "DNS server is vulnerable."
}else {
Write-Host "DNS server is not vulnerable."}

asols DNS (g0 S 5,90 y0 1) (ol Sledbl uilgs o ZONe Transfer :DNS zone transfer tests
sl s, 5l Zone Transfer I, Test-DnsServer ;l ol o o) 53585 Cand amd 518 250 (o ,me 50
S gl jlme s sla JE! 51 G wloads (g0is S ey o oy T LT aS 0 Sl b oisS soliiw! e ol

SDnsServer ="192.168.1.1"
STargetDomain = "target.com"
# Test if zone transfer is allowed
SZoneTransfer = Test-DnsServer -IPAddress SDnsServer -Name
STargetDomain -Type AXFR
if (SZoneTransfer.QueryResults) {
Write-Host "Transfer allowed STargetDomain."
}else {
Write-Host "Zone transfer is not allowed."}
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Glply ol Glo Sy g baie 5l glacgeme 5 Sl <o Sl Gl 5l isu System.Net.Dns S
peianns 5ol 4 DNS (gomins 4 5o a5 canlante Slojoig 4y ol ows o &L DNS U L5 o slacslles
ool WSt Lol e Sl 0 4z sl asils 055 PowerShell ol jsiws b lac, Sul J51s
Sl aas o gaieds; )l Il Wl o System.Net.Dns oM e DNS cledlbl bk b 3985 s

S e Resolve dP sla ol 51 slaslT a1y b pb oe ol :GetHostAddresses
[System.Net.Dns]::GetHostAddresses("google.com")

slepl AP sla ol alox 5l asS o (2b5b b pU 3,90 5o 1) iBs Sledlbl we () :GetHOStENtrY
B le slepl gl

[System.Net.Dns]::GetHostEntry("google.com")
Ll )T o |y (oo aibl) bae pb aie opl GEtHOStName
[System.Net.Dns]::GetHostName()

S oolatwl 5 &g 4 [System.Net.Dns] 3 eusled oo 398 s ploeil ey jo

@ Securityworld.ir Luo 63l 9lid jol 6383 S iy



Eﬂl’ﬂ PG Uity — 3983 s (5l o Juii gl b (obubl @

SECURITYWORLD

ol S, Resolve !, GetHostAddresses ... ;1 :Resolve the hostname to an IP address

1S ooliwl abgs o [P ool 4 ybiwe

SipAddresses = [System.Net.Dns]::GetHostAddresses("google.com")
SipAddresses | ForEach-Object {
Write-Host "IP Address: S_"}

@l Gbiee pb 9,50 0 Ads wledbl GetHostEntry ai. :Get the detailed host information

:MQGA

ShostEntry = [System.Net.Dns]::GetHostEntry("google.com")
Write-Host "HostName: S(ShostEntry.HostName)"
Write-Host "Aliases: S(ShostEntry.Aliases -join ', ')"
Write-Host "IP Addresses:"
ShostEntry.AddressList | ForEach-Object {

Write-Host "' S_"}

ooliiwl e aibl, b b ob5L ! GetHostName o ;| :Retrieve the local hostname

SlocalHostName = [System.Net.Dns]::GetHostName()
Write-Host "Local HostName: SlocalHostName"
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CMSie s 4y sl (S a5 Jleis! glalicisl & Saaw, System.Net.Dns )5 L |5 oK
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try {
SipAddresses = [System.Net.Dns]::GetHostAddresses("invalid123")

SipAddresses | ForEach-Object {
Write-Host "IP Address: §_" }
} catch {
Write-Host "Error: $(S_.Exception.Message)"}

Sldos 51 Glos S b a5 vas o 1) ! (ol ol 5 & PowerShell s System.Net.Dns )8
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M Laneis (Dledbl 5 j5laes j0 1) 045 oblg asiles o PowerShell o, 15" System.Net.Dns
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Summary
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