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Where to Start: The Root Set
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First URL Second URL When aliased
a  http://www.foo.com/bar.html http://www.foo.com:80/bar.html Port is 80 by default
b http://www.foo.com/~fred http://www.foo.com/%7Ffred %7F is same as ~
¢ http://www.foo.com/x.html#early http://www.foo.com/x.html#middle Tags don't change the page
d  http://www.foo.com/readme.htm http://www.foo.com/README.HTM (ase-insensitive server
e  http://www.foo.com/ http://www.foo.com/index.html Default page is index.html
f  http://www.foo.com/index.html http://209.231.87.45/index.html www.foo.com has this [P address
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(a) subdir is a directory (b) subdir is an upward symbolic link
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Get /index.html, find link to subdir/index.html.
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2 GET http://www.foo.com/subdir/index.html

Get subdir/index.html, find link to subdir/logo.gif.
3 GET http://www.foo.com/subdir/logo.gif

Get subdir/logo.gif, no more links, all done

1000 & Cel (S 25 0)l50 cpgal B i s B o L

1. GET http://www.foo.com/index.html

Get /index.html, find link to subdir/index.html.
2. GET http://www.foo.com/subdir/index.html

Get subdir/index.html, but get back same index.html.
3. GET http://www.foo.com/subdir/subdir/index.html

Get subdir/subdir/index.html.
4. GET http://www.foo.com/subdir/subdir/subdir/index.html

Get subdir/subdir/subdir/index.html.
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Request message
GET /index-fall.html HTTP/1.1 E
Host: www.evil-joes-hardware.com [ i
Accept: *
User-agent: ShopBot
Response message www.evil-joes-hardware.com
8 HTTP/1.1 200 OK
Content-type: text/html
Content-length: 617
< ..................................................................
<HTML><BODY>
<A HREF=/index-fall2.html>trick</A>[...]
Web robot dlient
Request message

GET /index-fall2.html HTTP/1.1
Host: www.evil-joes-hardware.com

Accept: *  © [T >
User-agent: ShopBot
Response message www.evil-joes-hardware.com
: HTTP/1.1 200 OK

Content-type: text/html
Content-length: 617

<HTML><BODY>
<A HREF=/index-fall3.html>trick</A>[...]

Web robot client

A few sites exist that are just malicious gateway applications, whose sole purpose is to trap
unsuspecting robots with bogus content . In this example, the gateway dynamically
generates an infinite number of fake web pages, each pointing to the next.
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Avoiding Loops and Dups
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Identifying Request Headers
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Robot tries to request /index.htm/
from www.foo.com, but does not
include a Host header.

Server is configured to serve both sites,

Web robot dient but serves Joe’s Hardware by default.
Request message e

GET /index.html HTTP/1.0
User-agent: ShopBot 1.0

www.joes-hardware.com
Response message www.foo.com

HTTP/1.0 200 OK

S il
ETIT%DWelcome to Joe's Hardware!</TITLE>

Conditional Requests

25 oo il Sl S AT il jlade a5 Sl Jgies Sl (SGSL) Slo N 5l (B Seolas wy az i L
Selils sl g Ao o lle b o 5yl Goxin j5ige SloOl) 9,50 )0 a5 pohailen il p Jlo> 4
A3l 03,5 s 4 el ihate 5,90 8 L Iyt azme Sl sl

) Cadgzge b Gloj slocunz p caisS oo gilwosly 1y bgyie HTTP lacslss o ok, opl 5l (55
Al Gl ol 3 bl oass Sl g4 Wles )57 Sb5L aST glasens CJ-.‘.P] Ll e U NCEL PP I -3
S oo oy |y 00 2251y B a5 e e o5 ,Lael HTTP Cache o a5 el iy, &
Response Handling

3eddMe GET oolus sloaie )b 5 ctwlgs )0 slgize S8l 0 a4 Jgl az 0 y0 bl 5l g kews a5 ol )
S Shy >l e elol; (o I b aies cod bl (0L )1 Gl 4 (S 0955 50 el i
L g oS sl i winlem o a8 olag] fpioman 5 08 oo osliiul (o glaaulss s axle) HTTP
S g e |y HTTP lagesly cilises gloil ol auly carsly ansls olss b g e

Status codes

Wl ol den aiS Copie |y sl 0,00 b gzl comsg sloas J8las ailyn b ol ( IS jsb 4
a5lgn Wb pisen loyl oS S0 |, Not Found 404 3 OK 200 o5l HTTP coxsg slaas

S allie S ad 5,5 Fly S ga ates ol Colio 4 a5 s sbaas L
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2 00 5ol o)l plowil laisls 5 e caiS o hogi | Las a5 ol (4ie L1, OK 200 oS 2> Loy 5
3l o8T T 51 sl oSt >l a5 conl (g pua Ladd opl - Col Couw 0,50

Entities

20,50 Eudgzge 953 10 Sledlbl Jlis 4y aslys o sl HTTP slajun o ouis (55l ledbl L ol jon
Slol aledbl g3lul> sl p lgime Bom s sl 6,5l http-equiv te S5 sl HTML L slacss

izl 0)by0
<meta http-equiv="Refresh" content="1;URL=index.html">

Jo0 S5 gl GTHTTP &l jae 555 a5 oiS L8, 6laisS 0 oiw LG oo oo jgiws 05,5 4 S5 oyl
2wl "URL=index.html ,1" jlaie L Refresh HTTP

sl Jodllygiwd 5 a8 oo w529 lag] Jlo)l 5l L3 1, HTML Glrio gz g8ly j0 ygpm 5l (55
Sl rosisSeoly aisS coi ) L5 (ol oo (S o 2l b oS e 70 y0e leie 4 1) http-equiv
BisS Sel httpequiv aledlb! gz glp |y HTML slewl HEAD jolie aialgse ol Son
User-Agent Targeting

51l olpl 5 a8 oo 03l lagT slaculs 5l ol 51 (g )luas a5 adl anils 1 0wl o ol pae
ag alize slaUser-Agent lp 1) Ige dacole 5l o low il atsls |, el o jUasl b,
Oliebl Cole Glitie gla S 5l (Slaiidy 51 B S Qi | 1) 5900 el wisS (oo (orw 9 wiiS (o0
ol aims o 13 ol Ll o | las Slio dyime gl 4y bacgls oS oyl alosl b oS Jols
S RS 97 S ygise 3l (B 50 €uS (ol Glidy Lo B 5l el 55,00 O jle sl (S s
SO Mol HTTP cipdS™ #8lg j0 a5 Jl> 50 cad co s 4 Syle ol (g9l slas Slxis sl p |y zls )
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Misbehaving Robots

ool a5 colodl aix el jo .aisd u:_i..a.“j cel ailgs oo (1S s laclyy a5 o s 3529 g0l slaol,
ol o0 08,51 o] 0l Jloel 5l 5 gl S5 0 willgs oo
Runaway robots

S ys—‘*-’“ g 23S oo Jloyl Sludl glos Sy 51 Sy Sl | HTTP slaciulss o oLy,

Vool = 035 by gy w5 S5 555 2 |y sds Jb Wlgs o i 25 slas 2 0 b ealy oo
ulfwy dod 09&: u‘;—i’“’ 6‘)‘.’ UG ‘5»»)3.«.\:& POE g g yw Overload 4 e as 6‘ o)"d.;‘ EY
sl alils (ool j axgi gaoge (pl 4 0g> slacl, 2l o Wb b,

Stale URLs
LI WP VR BRSPSV JUCE PV pP I-YLIUWOU ] BRCEL SR IRVIS{ P Y URL ced 5l oy, &y

Cawlgz 10 15 05250 06 URL (g0l olass csl S Lol caiS olon] 055 (lgime 10 (5550 s
L oyl las slas)55 a5l Cavgs a5 wms oo L5115 ol g lpae 51 (S g ol cpl oS

b mels Uas Glxas (b sloas o

Long, wrong URLs
Iy G 25 SHp sl URL ol S Lol camnss aaliypy gballas g baas > axs jo
25 S yg e (B IS 5l cely (S 5 B, w0 ]y 0 e A (s Lol e als
ég.w 0SS

Nosy robots

Shaes oo )18 wyiws 1o dodsl p plu g 50l gemine by ,gige b 5l sl as ]y bosls
5o 1y Sl laasl cel (S il 00,0 2l 1) g Dlras Jd job 4 Lrosls colo

Sl pogaz > 4 jels Sl p S 50 g plie SO Sl i
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(S B

Lol slacsly, a5 ooy ab oS o 2bb g 511 Weols 5l g0l a5 5L, slasasSosly
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Cesyd o 5 Ol B3> 9) £9050 Gl o)Ll 5l fmome (28,5 00y0ls (6l g0 3lSe &S sl 2l
Web  slagllss 5l syl 5 5 Gominr sloygise Gl conl e (5] b soinr
aile cgmins slbygige 5l pan—aiS o solitul Igime 8L (sl Sy whie ,o s Crawler
S oplpls S o S wil 0,5 Crawl a5 1) Jl=is 5l ola sl &8l o Google
ls (s Bl a g Bl 1) Igime (g oo (e sl S5 09d Bd i
Dynamic gateway access

wS STy 1y URL G el (1S by G5l cwyiwd (e 4z 4y Al ad dian Lol
Sl el San sanlamods slaools w50 cpl 1o .yl o Gateway asl, G 5l T (slgize 4
ool slacnls, 5 laculiocsy olwote 51 5 s il 55 o] dsbone ol 5o 5 22l ol it
Dl oed licdss wnl oo e Gateway ;1 as sbewl coulss o 74

Excluding Robots

AAAF Lo jocwl 00,5 S0 S ol wilgi oo Sl ol g o cwyiws a5 |y SIS b,y Aol
ol g 0,10 455 a0 35,5 Glas oyl 4 S ol 5l Ll B o slpries aildbgls g sole SIS S
"Robots Exclusion Standard" s Jasts! opl.osS el 8 Colwasg ol pow sl oL, b8, e J a8 sl p
JrS Sledbl 45 L wsd oo ool FObOtS.IXE Lads el Ll wocsls ol bacly, Bis s laibeul §
D9 sn 0 Gl 3 (gus ysd

oo 3 |, rODOLS.AXE oL 4 (g Lo L S wilgs co y9,m w5 52 .Zowl 0ol FODOLS. XE o0y

Sl az a5 Conl pl 0590 50 Sledbl g9l LB cpl 0iS sbl el 09 b 9w o9 FOOL
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5 sS ggmp aldbogls o il 31 s, 1 bl Als s s gm0 3l sl i 4 4 e
Joe’s ;. jasin w01l acetylene-torches.html salys o p5 IS8 10 89290 b, Jlie oylgie
oy |, FODOtS.IXE L1 ol oS culgsyo |, aman wlgn ob, asol 5 L .ouS sglls Hardware
A5 sod Sgdume |, b, robots.EXt Ll Jlie cpl o s b oylo 1) amio ol STy 5990 LT oo b osS

Syl ly ol cdl o oSl g cils anlys  cwiws amio 4 &b, ool plo

Web robot dlient www.joes-hardware.com

Robot parses the robots.txt file and

determines ifitisallowed toaccess [ e
the acetylene-torches.html file. S é --------

Itis, so it proceeds with the request. GET /s

The Robots Exclusion Standard

Slo o jlaslin] comsy lod g Wlio ol (555 oy ol Cdge o laslin] G ey, Bds o jlailen
J ol LS o gl ool 1) oailinl 5l salides sbdacgams ) GBaiiy® 9 Conos o lslinl oyl
ATy Sl oz e ) e Bl (8L S g dacalurg 4 ol (owytws Copde sl 2Ulys 5l Sy
DS o Slaig Exclusion olaibeul 5l gns 5550 sla Crawler 3 Lol oSasig 8

Lo ol 0aiis (o5 095 4 baseus (pl ol a5 ax 51 oo 0529 lanly, Bds o laibinl 5l asens aw

oS 0 S Iy 55 Jgoz 5o oads eols ylid dsens (6,135 0, lels
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Version  Title and description Date

0.0 A Standard for Robot Exclusion—Martijn Koster’s original robots. txt mechanism with Disallow June 1994
directive

1.0 A Method for Web Robots Control—Martijn Koster's IETF draft with additional support for Allow Nov. 1996

2.0 An Extended Standard for Robot Exclusion—Sean Conner’s extension including regexand timing ~ Nov. 1996

information; not widely supported

g el ooz Jhs V2.0 5 il 0iiS s oolizad V1.0 L V0.0 sl luiliul 5l Lok, 25T 659 el
Say 2 il o b 0,55 1,8 solatul 050 35 0 Canl S g el 48,55 113 colaiuwl 050 00 S job
ol 5500 V0.0 a5 L LS 5 ol (sl 05,8 oalisl 135 00,5 mwdlys 35,05 V1.0 o sl

Web Sites and robots.txt Files

929 yge y |y Sole g 50 rObOts.IXE LU sl ol G ol oy S5 50 URL ja 5hassjls 5l L3
G e Oyen g9 Gljee pL L aS 0400 042 Col g JS 610 robots.txt e S S le g bk
sile docroot ;o sl 6,550 b e asle Wl o b S sile Oy a4 ol STl ool
b ansls 8929 oglane robots.txt L o

Colwoy S alflax slaasls 5 0 « A= robots.txt sle Ll coas slp 2l mo ol > o
Slgza plas gl 1) Bl ylg8 a5 ol ol rObOTS.EXE L5 G olou! Jatan Cole Gy e 20,105 3924
223 oo 70 Colw g

Fetching robots.txt

STy «oy yeme 5 6,500 LB e aile HTTP GET w51 eolau! L |, robots.txt ace lacl,

85 l.) 39w )f‘ ».b‘.b)fu’.o).» oolw U"’Q/Q"'Q C))g.»a A 0g>g Q)?"" o s‘) rObOtS.tXt J.alﬁ )9 ».b.‘SGo

Sl (o yisd Glp chdg0mme e a5 WS (5,8 Wil e b, was zwl 404 Not Found coxsg
SaS Culu lpae 4 b aus Jle,l User-Agent o From gla,ue jo 1, olulis Sledbl wb b,
Sledbl (ol 5l colss | cwlsm 10 a4 Col o 5L &ygo 0 g oS Lo, 1) Sl slo g s aisS
13,10 3959 (6,8 g b, ol Crawler HTTP culgs )0 aiges o bril jo aumo a1, ules

GET /robots.txt HTTP/1.0

Host: www.joes-hardware.com
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User-Agent: Slurp/2.0
Date: Wed Oct 3 20:22:48 EST 2001

Response codes

I, robots.txt se wiS crw b .ls cai 1) cpl Sb,y Ll s las robots.txt s lacole w5l (5 L

120 o pll il Sleladl robots. txt bk asecs a4 aes @b,y 0uS cél o ol ya

&S a7 1) Igimee b by (HTTP 2XX candg 0S) 0o ewl el Cudibos Candg b jgm 51 @
S sl ol 5T 51 25Ty el |y Gdo oyulsd g

aS aS 5,8 Wlgs oo Db, ((HTTP 404 cinsg o) 0,100 0535 auce 45 and (jlid ygp wly 51 @
ol 0025 39050 FODOLS.IXE Lasgs Cols &b o yiwd g 0095 Jlad S9il6

s yd b by (A03 L HTTP 401 condg oS) ao lid |y (cw yiwd Codgasme jgpm gl ST @
350 50 Sgame MalS 1y gl 4

Solo 5l o5l wlb b, (HTTP 503 coundg 05) 05d Cdge consls 4 oo Canlgs s (5O 51 @
il Box 4 e 2L3L ol B

B 1) by yesd b by (HTTP 3XX cndg 0S) wlly e S oaips LS gy esly 51 @

ST Lo 0g oy ae a5 Slo;
robots.txt File Format

s9>g robots.txt L o L3 g4 aw o s line-oriented 4 ooles ;Lo Syntax < robots.txt LG
HTTP  lo,an arcd uild bgls gl bohs o Comment Lghs (JB Lshs s
Jle Hlore 4 . 25gi o eoliul X1 Gk (slp g o (<Field>:<Value>)

# this robots.txt file allows Slurp & Webcrawler to crawl
# the public parts of our site, but no other robots...

User-Agent: slurp
User-Agent: webcrawler
Disallow: /private

User-Agent: *
Disallow:
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5l lacgame 3,55, 1o Wigh o e 0,55, Slwl 4 dhie jb 4 robots.xt LB G e bgls
Ol |y (Folite Bl (118 (i (ol 4 05 o0 caogi Lol 5l (cols acgemme gl 1) Bdo (led
.o)S JLo&‘ alises LgL(bC:lgj) LS‘):’

sl oo ansls LB slozl SIS L J s Sy L a5 Cenl (58 bglas 5l slasgase Jolis 5,55, 10
585,55, ol il Cos by plaS WS e ascive 45 5 e g9, User-Agent s wix b S5 L sysS,
2y oo 2l URL a> 4 lacsly, ol a5 0is5 oo Allow ¢ Disallow Lghs o1 Jlss a4 g 8,5
@ aas - ojl>l Webcrawler 4 Slurp slacily, 4 45 aas o Lii | robots.txt L G L3 Jls
3 omizeer BB e il alily pwyiws gogad alh 5 50 390 sla 18 ol LB e
WS o0 SRS ol Solu 0 G e 4 Ko slal (o s
oS o5 Allow 4 Disallow User-Agent Lghs 4 aols
The User-Agent line
1390 0 £, y5 JSb 4 User-Agent s wi L G Lol 055,

User-Agent: <robot-name> or User-Agent: *
S oo Jlu,l by HTTP GET otz o User-Agent 5, 1w jo (&b, 21,k lawgs sl Gll) ol ol
ST (S, ) SB0,sS ) b S e ila gy |, robots.txt b SS oL, &5 K

ol ¥ g0 aaS by o6 gl @

la "User-Agent: *" Lz G wilgs g a8 lag 095 6b L sillae User-Agent Ls G wilgs ol 31
WJle olgie as .0l S0l slagillas 8l e s ol 5y g Sxg8 By, s b, pbaS Sl )
Dont- 4 Spambot Bottom-Feeder Robot Bot slasl 4 slacl, sl L "User-Agent: bot"
3,ls cillas Bother-Me
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The Disallow and Allow lines

oS aS sies o ogs oyl 058 o 1,8 User-Agent Lghs ;l aloldl Allow 4 Disallow Lglas-
s e Colio 4 b ggies oud asie slacly, ¢l colpo 4 URL sl s
il el sl .ams cillae Allow 4 Disallow 5lgs sles b cus s a1y 4l 5,90 URL b L,
el jlme URL cais o ciisllas (51045 oo ooliul ool
5 S,p By 4 wbes URL o Wigin b 936 e (URL L Allow/Disallow L slks gl
25l cislhe s URL ol ase L "Disallow: /tmp" ( Jlw lgie 4 il S>oS
http://www.joes-hardware.com/tmp
http://www.joes-hardware.com/tmp/
http://www.joes-hardware.com/tmp/pliers.html
http://www.joes-hardware.com/tmpspc/stuff.txt
Disallow/Allow prefix matching
20,10 0929 Allow/Disallow wigis s 0,90 10 yiion SlSi dux el 4o
= oylin ls s S8 g S g 4 wles Wigin lky 4 Allow/Disallow 5l @
I, Universal Wildcarding Effect Ll (User-Agent Lghs (M5 p) o)l ools slixe
S y) Cawd & SB a5l lgi se
locob 4 awlie 5 |8 URL o b 9588 jee ,0 %XX uisle sl Escaped Charachter ,» e
b wb g oo ikl 313,98 Jolao a5 %2F (sliciul & (Unescaped Back) s o ousls 554

Syls cagllas > den bl JB as) gl e ST @

1S oo Sewpgd [ URL (slo pis 5 (538 (sl pos i 3ollad 3l digs cppaix 03 Joo
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Rule path URL path Match?  Comments
/tmp /tmp v Rule path == URL path
/tmp /tmpfile.html v Rule path is a prefix of URL path
/tmp /tmp/a.html v Rule path is a prefix of URL path
/tmp/ /tmp X /tmp/is not a prefix of /tmp
README.TXT v Empty rule path matches everything
/~fred/hi.html %7Efred/hi.html v 9%7E is treated the same as ~
/%7Efred/hi.html — /~fred/hi.html v %7E is treated the same as ~
/%7efred/hi.html  /%7Efred/hi.html v (ase isn't significant in escapes
/~fred/hi.html ~fred%2Fhi.html X 9%2F is slash, but slash is a special case that must match exactly

S e Lo, 85 o5l 4 a8 55 0525 b aim Ll S o IS os5 4 Ysane Sgiey Gack
a5l e G o e aien jus oyl sl Crawling salss o a5 o)ls 5925 o5 slas,5:5 plo )
Slsse Canl S ( Jlo (sly 00 cod &l S cpl 1y (sl Aliwy e FODOTS.IXTE (o> e Bigi
$ly 2ly o robots.txt 7 b V,+ s 0S8 (5 looss RCS asens i85 sleasls ,; Crawling ;)

RCS aslip) o a4 e 0 a8l 0,0y 32 4 s cos 1)) ol 51 Sl

Other robots.txt Wisdom

13,15 9929 FODOLS.EX L1 au o0 b adail, 10 (6,500 (puiled Lxis] jo

l,; b Allow 4 Disallow User-Agent ;| & slaald s5l> <l See robots.txt LG
25250 00500 dagd o aS |y gl e o b Ol G aiS o 08 i Slastie

s e bglas 1Sl (Backward Compatibility) L& L ¢, ;5L sl »

S ol Jbis 4 g wleas LSas g L] JB slas 5l el el jlre L 5l akais a5 Comment
o2 b3 Ll SIS 4 b Ll 5 00 COmMment e s #) STl

his laol, 5l S p oS e Slais Allow Ls I Robots Exclusion Standard ;1 0.0 as.
W15 aladle o, G dal ) 8 505 e 0s3b | jlxe bglas g aiiS o 121 1, 0.0 aseus Slaseis
S oad 2Lk 1 lre gl URL 5 0is' o L8,
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Caching and Expiration of robots.txt

S9) )b S (8515 05bgs |, rObOtS. Xt LU O (Jlb 4y (g tws jo 5l BB 09d e Dby S ST
45 8900 anil Lol 5o yo am0 o0 RS 1) Dby LS (rizren g WS (oo pln g0 ) 09 lojg
sas Cache _5 .ails &5 Cache ,o 1) mls g 00,5 251y slo,g0 &y 4 |, robots.txt 6

Sl oabie FODOTS.EXE LB a5 Sloy b 0gs oolatwl &b,y lawgs oL robots.txt

Silwo 3 S slp il po g lows jgm dawgi o HTTP cache-control o lastesl slapasiSe
Expires 5 Cache-Control sla,os 4 HTTP &ul ;o wb lacsly, aigs e soliiw! robots.txt 1

Aol alls axg

axg Wb boluog lpas oS o 8 HTTP/1.1 ciodS b sods sl Crawler ;1 s Lows o594l
S5 1, robots.txt ae sl sasail)l Cache slo fosdlygiws bogyl s Crawler o7 a5 asl axsls

(Draft Specification) wg i Slasie wil aslss s4>9 Cache-Control sla Josll giws )31
robots.txt LG 51.cel SYeb L cdél oplefoe 1o Lol ams o) 59, Cin aw 4 Caching o5l
e g Cadls walgss 5,50z 0ol sloul wuas robots.txt L wes o .53 Cache o aisn G ol
S o wtie ROboOts Exclusion Standard cule; pac 40 1, &b, pow wolu

Robot Exclusion Perl Code

Joibe Jle Sy 0yls 3925 FODOtS.IXE slo bl L Jobss slpy pgas oyiws o Jp albiuls ws

Zewl 3990 CPAN s oges gus,l sl a5 csl WWW::RobotsRules

rr Sy ey, aS Wb o 5, WWW::RobotRules : i o oais 44 =5 robots.txt LG
WWW:: RobotRules _i ke .S oo a3l 5 b ol g 000 00 0010 URL S5 s caw s LT aS|

S 4y s | robots.txt LB cpais Wil o
il o0al WWW::RobOtRuUles APl s aJgl sla g, el ;o
RobotRules - & < sl

$rules = WWW::RobotRules->new(Srobot_name);

robots.txt LG 155 ,L

>
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$rules->parse(Surl, Scontent, Sfresh_until);
o Lol casly BB cols URL LT oS! gy
$can_fetch = Srules->allowed(Surl);

e oo olas |, WWW::RobotRules 3l solaul a5 o ks 5425 Perl oligS anl p G Lxssl jo

require WWW::RobotRules;
# Create the RobotRules object, naming the robot "SuperRobot"
my Srobotsrules = new WWW::RobotRules 'SuperRobot/1.0';

use LWP::Simple qw(get);

# Get and parse the robots.txt file for Joe's Hardware, accumulating the rules
Surl = "http://www.joes-hardware.com/robots.txt";
my Srobots_txt = get Surl;

Srobotsrules->parse(Surl, Srobots_txt);

# Get and parse the robots.txt file for Mary's Antiques, accumulating the rules
Surl = "http://www.marys-antiques.com/robots.txt";
my Srobots_txt = get Surl;
;robotsrules->parse(Surl, Srobots_txt)$
# Now RobotRules contains the set of robot exclusion rules for several
# different sites. It keeps them all separate. Now we can use RobotRules
# to test if a robot is allowed to access various URLs.
if (Srobotsrules->allowed(Ssome_target_url))
{
Sc = get Surl;
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:Zwsl WWW.Marys-antiques.com sl _s,8 robots.txt L6 <G 5 LG

HHHHHHHH B R R
# This is the robots.txt file for Mary's Antiques web site

HHHHHHHHH B R
# Keep Suzy's robot out of all the dynamic URLs because it doesn't

# understand them, and out of all the private data, except for the

# small section Mary has reserved on the site for Suzy.

User-Agent: Suzy-Spider
Disallow: /dynamic
Allow: /private/suzy-stuff

Disallow: /private

# The Furniture-Finder robot was specially designed to understand
# Mary's antique store's furniture inventory program, so let it
# crawl that resource, but keep it out of all the other dynamic

# resources and out of all the private data.

User-Agent: Furniture-Finder
Allow: /dynamic/check-inventory
Disallow: /dynamic

Disallow: /private

# Keep everyone else out of the dynamic gateways and private data.

User-Agent: *

Disallow: /dynamic

Disallow: /private
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Pl by lp 05, o SuzySpider ol 4 b, @lp 9,5, S0 sl robots.txt Lk
5 Solite degezme 855, o Cul S50 Glatly, aen sl 258 i 9,5, o g FurnitureFinder

Gateway syl sle sl o Crawling ;i 1, ob, SuzySpider !, Exclusion Record e
Lia> igd o g5 )5 cogat slaosls 5l g Wigd oo £9,5 /dynamic b as olKag,d so9>g0
Lol 00y 5,5, SUZY (gl a5 (S 2y S oo

&S Crawl 1) lels (634330 05l5,0 URL b s e o5l &b,y s FurnitureFinder b, 5,55, ®

QS Sy Mary oglg s ulsd g e yd Sl ol sl

ek aislyi oo 4z ST digd go ALBIS 455 93 (pogat g b g Slio pled | Ko slaly) den

S Crawl 1, L URL

S oo Caw s Mary’s Antiques cole Gy 4 calies ol (cwyiws lp |y oladises p) Jgo

URL SuzySpider FurnitureFinder NosyBot
http//www.marys-antiques.com/ v v v
http://www.marys-antiques.com/index.htm/ v v v
http://www.marys-antiques.com/private/payroll.xls X X X
http://www.marys-antiques.com/private/suzy-stuff/taxes.txt v X X
http://www.marys-antiques.com/dynamic/buy-stuff?id=3546 X X X
http://www.marys-antiques.com/dynamic/check-inventory?kitchen X v X

HTML Robot-Control META Tags

5l S Bl ol 0y o aed b (S sl el B aes e ojlxl ol pow 4y robots.txt L

giote odimn g 4 Sl ol g paw 4 Glate a5 sl cpl robots.txt LB coles
algs oo o] ails alllas Glxin I lacsly, (49,5 Sgae sl (6 5 puhivas oy HTML aman \Fois g5
b, S HTML 6lacss 4y a5 slacl, oS aslsl HTML sbewl a4 logiins |, b,y 58 sbSs
sl ol axsls s9>5 Robot Exclusion 5 31 Ll s caSTs 1) sbwl ailgs oo oylizren diiwd aisl

HB 053 (o Cunpd jo 1) s (0] g Heige Dby SO Jle lgie 4 a3 pS se 0ol |,
Sy o Lyl Lol g o 32925 &S Lie FODOTS.EXT o luilin] ailen .omo oo
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g oo 55k ooly p,8 5l esliiwl L HTML META 5la 55 5l eslaial L Robot Exclusion slass

<META NAME="ROBOTS" CONTENT=directive-list>

Robot META directives

L g olo) yame 4 o sla el jgws NI 9 0,18 5929 &by, META sl Jesdl giws 5l alizee glsil
5l 0 le X8 o)) oolatwl 550 el a5 @b, META

NOINDEX

lgore (gm) 0,85 oauoli |y wiw 2SS S3lo |y dbo slaiome a5 0568 o0 by SO 4 oo oyl
(2SS 2,0 slools oSGL b o ypd e jo 1,

<META NAME="ROBOTS" CONTENT="NOINDEX">
NOFOLLOW
2S5 Crawl axmis I (2s,5 S @b a5 S o0 by S & i 0l
<META NAME="ROBOTS" CONTENT="NOFOLLOW">
Jodljgiws FOLLOW 4 INDEX allee sla fondl giws NOFOLLOW 4 NOINDEX 5 ogdle
4 b, META Tag sle feadl gws pl 0,0 9959 55 NONE g ALL (sla Jonl g0 ¢ NOARCHIVE
WNgd oo 4MS 5z
INDEX
WS Sl asas Glgione ol Ko 4 0y 85 o0 Ob) A
FOLLOW
S Crawl asis o1, 29,5 slockid canl (Ko 45 0355 oo b, S &
NOARCHIVE
3,0 «%5 Cache o 1) axan I Local Copy i wuls a5 065 0 b, S5
ALL

FOLLOW (NDEX Jsles
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NONE

NOFOLLOW .NOINDEX _jslx
gt ol HTML amio Sy HEAD Liso 0wl HTML Lo clacss sl asle ol Lo glacss

<html>
<head>
<meta name="robots" content="noindex,nofollow">
<title>...</title>
</head>
<body>
</body>
</html>
rsle S aseie | 6,15 b (aBlie sla lealljgiws wuls a5 cal oy
<meta name="robots" content="INDEX,NOINDEX,NOFOLLOW,FOLLOW,FOLLOW">
YUV P SNCIN DN Fp JOS UK Fp YOS [ FTIN SORPICSIN PRV E RIS SN[ FCN X ST
Search engine META tags
sbab, Indexing § Crawling el oS glp 4 mols 1,8 o 050 |, @b,y L slacss s L

Siiwa NAMeE="robots” S35 ssl> ok, b slblSS pled 09d oo solaiwl g

el oals 0ol lid 3 Jeam ;0 a5 (69)lse alex 3l iiue oy jo Lk ST o glgl 5l g b

A S lgiome 2 s g 92> 5390 slacl, (T, KEYWORDS 3 DESCRIPTION Lio (slacSs
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name= content= Description

DESCRIPTION <text> Allows an author to define a short text summary of the web page. Many search engines
look at META DESCRIPTION tags, allowing page authors to specify appropriate short
abstracts to describe their web pages.

<meta name="description”
content="Welcome to Mary's Antiques web site">

KEYWORDS <commallist>  Associates a comma-separated list of words that describe the web page, to assist in
keyword searches.

<meta name="keywords"
content="antiques,mary, furniture,restoration">

REVISIT-AFTER2  <no. days> Instructs the robot or search engine that the page should be revisited, presumably
because it is subject to change, after the specified number of days.

<meta name="revisit-after" content="10 days">

Robot Etiquette

OB s Glp |y b Jesdlyjgiws 51 i yd (o ol dsel> jo sl iwsS )l NAAY L o
Swd dxie MolS 5950 o] 5l (6l oiiad 0008 lrdog | S p S Jb> 0 oy oy slacl,

2 ol 1, "Guidelines for Robot  Writers" 5Lk Jol 4l

<éL http://www.robotstxt.org/wc/guidelines.html

Slgie 5 2y ool 2 Baas o5 ams g0 @)l Sy sl gill 5 b sl (00 Gl 95 4 Se 5 Jgor
Sl oyl (J ol blesls 1,8 Baa 1) Sl oy slacsl, o eadlygiws cpl i ol Lol o 4
S ooliwl BB 5 2SS wlide sl Crawler

Guideline Description
(1) Identification
Identify Your Robot Use the HTTP User-Agent field to tell web servers the name of your robot. This will help adminis-

trators understand what your robot is doing. Some robots also include a URL describing the pur-
pose and policies of the robot in the User-Agent header.

Identify Your Machine Make sure your robot runs from a machine with a DNS entry, so web sites can reverse-DNS the
robot IP address into a hostname. This will help the administrator identify the organization
responsible for the robot.

Identify a Contact Use the HTTP From field to provide a contact email address.
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Guideline Description
(2) Operations
Be Alert Your robot will generate questions and complaints. Some of this is caused by robots that run

astray. You must be cautious and watchful that your robot is behaving correctly. If your robot
runs around the clock, you need to be extra careful. You may need to have operations people
monitoring the robot 24 X 7 until your robot is well seasoned.

Be Prepared When you begin a major robotic journey, be sure to notify people at your organization. Your
organization will want to watch for network bandwidth consumption and be ready for any pub-
licinquiries.

Monitor and Log Your robot should be richly equipped with diagnostics and logging, so you can track progress,

identify any robot traps, and sanity check that everything is working right. We cannot stress
enough the importance of monitoring and logging a robot’s behavior. Problems and complaints
will arise, and having detailed logs of a crawler’s behavior can help a robot operator backtrack to
what has happened. This is important not only for debugging your errant web crawler but also
for defending its behavior against unjustified complaints.

Learn and Adapt Each crawl, you will learn new things. Adapt your robot so it improves each time and avoids the
common pitfalls.

(3) Limit Yourself

Filter on URL If a URL looks like it refers to data that you don’t understand or are not interested in, you might
want to skip it. For example, URLs ending in “.2", “.gz", “.tar”, or “.zip" are likely to be com-
pressed files or archives. URLs ending in “.exe” are likely to be programs. URLs ending in “.gif”,
“tif", “.jpg” are likely to be images. Make sure you get what you are after.

Filter Dynamic URLs Usually, robots don’t want to crawl content from dynamic gateways. The robot won’t know how

to properly format and post queries to gateways, and the results are likely to be erratic or tran-
sient. If a URL contains “cgi” or has a “?”, the robot may want to avoid crawling the URL.

Filter with Accept Headers  Your robot should use HTTP Accept headers to tell servers what kind of content it understands.
Adhere to robots.txt Your robot should adhere to the robots.txt controls on the site.

Throttle Yourself Your robot should count the number of accesses to each site and when they occurred, and use
this information to ensure that it doesn't visit any site too frequently. When a robot accesses a
site more frequently than every few minutes, administrators get suspicious. When a robot
accesses a site every few seconds, some administrators get angry. When a robot hammers a site
as fast as it can, shutting out all other traffic, administrators will be furious.

In general, you should limit your robot to a few requests per minute maximum, and ensure a
few seconds between each request. You also should limit the total number of accesses to a site,
to prevent loops.

(4) Tolerate Loops and Dups and Other Problems

Handle All Return Codes You must be prepared to handle all HTTP status codes, including redirects and errors. You should
also log and monitor these codes. A large number of non-success results on a site should cause
investigation. It may be that many URLS are stale, or the server refuses to serve documents to
robots.

(anonicalize URLs Try to remove common aliases by normalizing all URLs into a standard form.

Aggressively Avoid Cycles ~ Work very hard to detect and avoid cycles. Treat the process of operating a crawl as a feedback
loop. The results of problems and their resolutions should be fed back into the next crawl, mak-
ing your crawler better with each iteration.
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Guideline

Monitor for Traps
Maintain a Blacklist

(5) Scalability

Understand Space

Understand Bandwidth

Understand Time

Divide and Conquer

(6) Reliability
Test Thoroughly

Checkpoint

Fault Resiliency
(7) Public Relations
Be Prepared

Be Understanding

Be Responsive
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Description

Some types of cycles are intentional and malicious. These may be intentionally hard to detect.
Monitor for large numbers of accesses to a site with strange URLs. These may be traps.

When you find traps, cycles, broken sites, and sites that want your robot to stay away, add them
to a blacklist, and don't visit them again.

Work out the math in advance for how large a problem you are solving. You may be surprised
how much memory your application will require to complete a robotic task, because of the huge
scale of the Web.

Understand how much network bandwidth you have available and how much you will need to
complete your robotic task in the required time. Monitor the actual usage of network band-
width. You probably will find that the outgoing bandwidth (requests) is much smaller than the
incoming bandwidth (responses). By monitoring network usage, you also may find the potential
to better optimize your robot, allowing it to take better advantage of the network bandwidth by
better usage of its TCP connections.2

Understand how long it should take for your robot to complete its task, and sanity check that the
progress matches your estimate. If your robot is way off your estimate, there probably is a prob-
lem worth investigating.

For large-scale crawls, you will likely need to apply more hardware to get the job done, either
using big multiprocessor servers with multiple network cards, or using multiple smaller comput-
ers working in unison.

Test your robot thoroughly internally before unleashing it on the world. When you are ready to
test off-site, run a few, small, maiden voyages first. Collect lots of results and analyze your per-
formance and memory use, estimating how they will scale up to the larger problem.

Any serious robot will need to save a snapshot of its progress, from which it can restart on fail-
ure. There will be failures: you will find software bugs, and hardware will fail. Large-scale robots
can't start from scratch each time this happens. Design in a checkpoint/restart feature from the
beginning.

Anticipate failures, and design your robot to be able to keep making progress when they occur.

Your robot probably will upset a number of people. Be prepared to respond quickly to their
enquiries. Make a web page policy statement describing your robot, and include detailed
instructions on how to create a robots.txt file.

Some of the people who contact you about your robot will be well informed and supportive;
others will be naive. A few will be unusually angry. Some may well seem insane. It's generally
unproductive to argue the importance of your robotic endeavor. Explain the Robots Exclusion
Standard, and if they are still unhappy, remove the complainant URLs immediately from your
crawl and add them to the blacklist.

Most unhappy webmasters are just unclear about robots. If you respond immediately and pro-
fessionally, 90% of the complaints will disappear quickly. On the other hand, if you wait several
days before responding, while your robot continues to visit a site, expect to find a very vocal,
angry opponent.
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Modern Search Engine Architecture
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Posting the Query
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Shle 5 e o lis www.joes-hardware.com colw jo 1y )15 soles 42 5 o o 5 S
wquery yalb U GET caulgs o SO aly 1 5900 g oS oo ol gt am> 0,8 0 1, "drills”
wly ol g oS o cidlyo |y culys o Joe's Hardware jg,w g .S oo 4o 5 URL 5l ciso lgxe
3o Ll 50 W10 )F coy yopm g a4 1) olul 1 fols cand 45 wand o 955 (sxins Gateway b,

(oisioilia |18 |icdolciol e |
] w57 =S
Welcome to Joe’s Hardware
Searchfor: [Gls____]
User fills out HTML search form
(with a GET action HTTP method)
on site in browser and hits Submit
Client :
Request message v
Z Query: “drills”
GET /search.html?query=drills HTTP/1.1 ‘
Host: wwiv.joes-hardware.com ____________________ o
Accept: Eila "
User-agent: ShopBot Results: File “BD.html
www.joes-hardware.com Search gateway
Response message
HTTP/1.1 200 OK
Content-type: text/html
Content-length: 1037
e <HTML>
<HEAD><TITLE>Search Results</TITLE>
<A HREF=/BD.html>Black and Decker Drills</A>

Sorting and Presenting the Results
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For More Information

http://www.robotstxt.org/wc/robots.html
http://www.searchengineworld.com

http://www.searchtools.com
http://search.cpan.org/doc/ILYAZ/perl_ste/WWW/RobotRules.pm
http://www.conman.org/people/spc/robots2.html

Managing Gigabytes: Compressing and Indexing Documents and Images
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