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HTTPS
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Joe's Hardware is a hypothetical online hardware store.

The website is a live test case for the O'Reilly and
Associates reference book "HTTP: The Definitive Guide".
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HTTP Application layer
HTTP Application layer SSL or TLS i Security layer
TCP i Transport layer TCP 0 Transport layer
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Public-key cryptography

Digital signatures
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The Guts of a Certificate

Jolts Vsano 4l Jluzms sla alss ilons Lasl oo, Certificate Authority L alsS jsoo a> e

e Subject’s name (person, server, organization, etc.)

e Expiration date

e Certificate issuer (who is vouching for the certificate)
e Digital signature from the certificate issuer
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Certificate format version number

Certificate serial number

Certificate signature algorithm

Certificate issuer e
g Digital signature ™.
Validity period function !

Subject’s name

Subject’s public key

Other extension information

NN A |

Dlgltal Signature ‘.....E

X.509 v3 Certificates
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Field
Version

Serial Number
Signature Algorithm ID

Certificate Issuer
Validity Period

Subject’s Name

Subject’s Public Key Information
Issuer Unique ID (optional)
Subject Unique ID (optional)

Extensions

Certification Authority Signature

Description
The X.509 certificate version number for this certificate. Usually version 3 today.

A unique integer generated by the certification authority. Each certificate from a CA must
have a unique serial number.

The cryptographic algorithm used for the signature. For example, “MD2 digest with RSA
encryption”.

The name for the organization that issued and signed this certificate, in X.500 format.

When this certificate is valid, defined by a start date and an end date.

The entity described in the certificate, such as a person or an organization. The subject
name is in X.500 format.

The public key for the certificate’s subject, the algorithm used for the public key, and any
additional parameters.

An optional unique identifier for the certificate issuer, to allow the potential reuse of the
same issuer name.

An optional unique identifier for the certificate subject, to allow the potential reuse of the
same subject name.

An optional set of extension fields (in version 3 and higher). Each extension field is flagged
as critical or noncritical. Critical extensions are important and must be understood by the
certificate user. If a certificate user doesn’t recognize a critical extension field, it must
reject the certificate. Common extension fields in use include:

Basic Constraints

Subject’s relationship to certification authority
Certificate Policy

The policy under which the certificate is granted
Key Usage

Restricts how the public key can be used

The certification authority’s digital signature of all of the above fields, using the specified
signing algorithm.

IS Josl (s 2155 ¢ 15y g sla 26T alaz 1o 1o 0929 X509 5 e slo 2l65 5l alise gl

Certificate Authority sla alss 5 ,l58ls 5 oS slasl sla alss
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Using Certificates to Authenticate Servers
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e Name and hostname of the web site
e Public key of the web site

e Name of the signing authority

e Signature from the signing authority
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Certificate format version number

Certificate serial number

Certificate signature algorithm
Certificate issuer

(signing authority)
Validity DErO0 NN [::>~-=ssrsssmesmsmmem s ’u
Subject’s name

Subject’s public key

Other extension information N
N X A  Message digest
- Message
digest
Digital signature |- > E@ B ----- »D-..,
L)
|
Signing authority’s
public key
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HTTPS: The Details
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HTTPS Overview
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HTTP Application layer
HTTP Application layer SSLor TLS i Security layer
TCP i Transport layer TCP I Transport layer
IP i Network layer IP I Network layer
Network interfaces i Data link layer Network interfaces i Data link layer
(a) HTTP (b) HTTPS
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HTTPS Schemes
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http://www.joes-hardware.com/index.html
:ai5ke 2wl URL https #,b wgias HTTPS (ol G, 50
https://cajun-shop.securesites.com/Merchant2/merchant.mv?Store_Code=AGCGS
o plxil g mie SG 59, 1) ($2ST B 0gd g0 aulsS (5 5 55,0 So ko) LS (Sl a5 s
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(@) HTTP request
<)
HTTP i
Client Server
(b) HTTPS request
2
HTTPS .
Client Secure server
() HTTPS over HTTP tunnel
o B 5y
s > O HTTPS
HTTPS tunnel meyl
Client Secure server

GaliSes Gl yg 50 Sl 3 el Sglice HTTP LSl aS ol (6 b JSG g, < SSL Sl 5 a5’ sl )
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Secure Transport Setup

ply S S oo 5b g Hepm 55, A Dyg | TCP Jlasl G caudS G oud (5,135 50, HTTP 5o

(a) Unencrypted HTTP transaction (b) Encrypted HTTPS transaction
Internet Internet
e e omeed - S |
Cient Server  (Client Server
Establish TCP connection to server port 80 Establish TCP connection to server port 443
Internet
@E }—'T — —%
Server
SSL security parameters handshake
- ntemnet o a
- G- oL -fHa P
Client Server | (lient Server
HTTP request sent over TCP HTTP request sent over SSL/encrypted request sent over TCP
Internet
e | "
- G Eerfe 3-8
Client Server  (lient Server
HTTP response sent over TCP HTTP response sent over SSL/encrypted response sent over T(P
__ Internet
Client Server
SSL dose notification
Internet Internet
o = omrernetl
L B« —§
Client Server ' (lient Server
TCP connection close TCP connection close
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SSL Handshake
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/
/ : Client Internet Server :
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y 2 | Server |
/ | certificate | |
/ | — — 1
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: Client Internet Server :
g " & e > % ; (2) Server sends chosen cipher and certificate :
7
- :Server s - :
ient ‘ Internet Server B (3 <= |
SSL security parameters handshake . i % s
\
\ I Client Internet Server !
\ 3 : (3) Client sends secret; client and server make keys :
\ | 1
\ | [ — Y— |
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I I
| Client Internet Server I
\ \l' (4) Client and server tell each other to start encryption :
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Server Certificates
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J/‘f A—. —— =
g Sérver E— 8
Client |certificate| Internet Server

Certificate serial number | 35:DE:F4:CF
Certificate expiration date | Wed, Sep 17,2003
Site’s organization name | Joe’s Hardware Online

Site’s DNS hostname www.joes-hardware.com
Site's public key *_
(ertificate issuer name RSA Data Security

Certificate issuer signature | Jown Doe

Site Certificate Validation
e oSz (00 Gla,S 550 ST Lol S py 1) g 59 (255 Lo a5 i (5L SSL 0g5 o
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Data Chek
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Signer trust check
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sy, 45w Bg,me sbaylojls CA 5l 55 Lol caiS adgs 2ls8 Wlgs co (oS 2
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Signature check

DS 1y (8158 (S LSy 5 550 095 g0 4385 1 43 slatsl BB (s Lael g yo 5 ol
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Site identity check
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Virtual Hosting and Certificates
el az) cul Hlgdo Wad oo Slijme Sl Dyge 4 aS placole 0 el S35 4 Sapw; Gyl a8
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& ol sloiiST5 g9, p8a 1) )15 aea Cajun-Shop.com l>lo (JSiw opl 5l 558l sl
Sl oo il Hlime slacole slp (255 o poe 0sS o colaa cajunshop.securesites.com

sl St oS

(a) The hostname in this URL (www.cajun-shop.com)
does not match the name in the certificate, because the
site is virtually hosted, and the certificate is made out
to *.securesites.com.

)
eomvmen )
ﬂ IAOImEIOn ot BIEARROE 1 Py 182 CIPOL De Vs o
changed by shwrr However, Sen it & orotiom sih e shy's
ety cotfcan
€9 Thobowblybiees bux ebssint vl nbiolp (b) A dialog box warns the user that the site’s certificate has
a valid date and is from a valid certificate authority, but the
€3 Mo swooly esivute évon i name listed in the certificate does not match the site
™ sty - requested in the URL.
e B e of B che
Do pons mard $o procwed?
(] temomen|
Jcortncate Tl
Garner sl | Cotats | Cortication Path |
Cestificate bedormation
This certificate is ntended for the fullowng purpose(sk g 2 ;
*Eneures the sntty of o reete conputes (¢) To get more details the user presses the “View Certificate”
— : button, and sees that the certificate is a wildcard certificate
made out to “*.securesites.com” With this information, the user
Isswed bys Thants Servec Ch can decide whether to accept or decline the certificate.
Valid from 131912001 te 111902000

(d) Accepting the certificate loads the page through the secure

HTTPS protocol.
O To avoid this kind of user error, this particular site directs all
HTTPS traffic to the hostname alias cajun-shop.securesites.com.
CAJUN-SHOP.COM This virtual hostname matches the name on the certificate
A GOURNET CAJUN GROCEFRY SHOP provided by the ISP as part of their commerce package.
Araset fewnt Poadut Lt Saket Comtents Ot 4
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A Real HTTPS Client
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A Simple HTTPS Client
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/*****************************************************************

* https_client.c --- very simple HTTPS client with no error checking

* usage: https_client servername

HA AR AR AR AR AR AR R R R KRR K |

#include <stdio.h>

#include <memory.h>

#include <errno.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <netinet/in.h>

#include <arpa/inet.h>

#include <netdb.h>

#include <openssl/crypto.h>

#include <openssl/x509.h>

#include <openssl/pem.h>

#include <openssl/ssl.h>

#include <openssl/err.h>

void main(int argc, char **argv)

{

SSL *ssl;

SSL_CTX *ctx;

SSL_METHOD *client_method;
X509 *server_cert;

int sd,err;
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char *str,*hostname,outbuf[4096],inbuf[4096],host_header[512];
struct hostent *host_entry;
struct sockaddr_in server_socket_address;

struct in_addrip;

/*:::=====================================*/
/* (1) initialize SSL library */
/*:=======================================*/

SSLeay _add_ssl_algorithms( );
client_method = SSLv2_client_method( );
SSL_load_error_strings( );

ctx = SSL_CTX_new(client_method);

printf("(1) SSL context initialized\n\n");

/* (2) convert server hostname into IP address */

hostname = argv[1];
host_entry = gethostbyname(hostname);
bcopy(host_entry->h_addr, &(ip.s_addr), host_entry->h_length);

printf("(2) '%s' has IP address '%s'\n\n", hostname, inet_ntoa(ip));
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sd = socket (AF_INET, SOCK_STREAM, 0);

memset(&server_socket_address, '\0', sizeof(server_socket_address));
server_socket_address.sin_family = AF_INET,;
server_socket_address.sin_port = htons(443);
memcpy(&(server_socket_address.sin_addr.s_addr),
host_entry->h_addr, host_entry->h_length);

err = connect(sd, (struct sockaddr*) &server_socket_address,
sizeof(server_socket_address));

if (err < 0) { perror("can't connect to server port"); exit(1); }

printf("(3) TCP connection open to host '%s', port %d\n\n",

hostname, server_socket_address.sin_port);

/* (4) initiate the SSL handshake over the TCP connection */

ssl = SSL_new(ctx); /* create SSL stack endpoint */
SSL_set_fd(ssl, sd); /* attach SSL stack to socket */
err = SSL_connect(ssl); /* initiate SSL handshake */

printf("(4) SSL endpoint created & handshake completed\n\n");

N
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/* (5) print out the negotiated cipher chosen */

/*========================================*/
/* (6) print out the server's certificate */

server_cert = SSL_get peer_certificate(ssl);

printf("(6) server's certificate was received:\n\n");

str = X509 _NAME_oneline(X509 get subject_name(server_cert), 0, 0);
printf(" subject: %s\n", str);

str = X509 _NAME_oneline(X509 get_issuer_name(server_cert), 0, 0);
printf(" issuer: %s\n\n", str);

/* certificate verification would happen here */

X509_free(server_cert);
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/*********************************************************/

/* (7) handshake complete --- send HTTP request over SSL */

/*********************************************************/

sprintf(host_header,"Host: %s:443\r\n",hostname);
strcpy(outbuf,"GET / HTTP/1.0\r\n");
strcat(outbuf,host_header);
strcat(outbuf,"Connection: close\r\n");
strcat(outbuf,"\r\n");

err = SSL_write(ssl, outbuf, strlen(outbuf));
shutdown (sd, 1); /* send EOF to server */

printf("(7) sent HTTP request over encrypted channel:\n\n%s\n",outbuf);

/**************************************************/

/* (8) read back HTTP response from the SSL stack */

/**************************************************/

err = SSL_read(ssl, inbuf, sizeof(inbuf) - 1);
inbuflerr] ='\0;
printf ("(8) got back %d bytes of HTTP response:\n\n%s\n",err,inbuf);
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/************************************************/

/* (9) all done, so close connection & clean up */

/************************************************/

SSL_shutdown(ssl);
close (sd);

SSL_free (ssl);
SSL_CTX_free (ctx);

printf("(9) all done, cleaned up and closed connection\n\n");

}
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% https_client clientsl.online.msdw.com

(1) SSL context initialized

(2) 'clientsl.online.msdw.com' has IP address '63.151.15.11°"

(3) TCP connection open to host 'clientsl.online.msdw.com', port 443
(4) SSL endpoint created & handshake completed

(5) SSL connected with cipher: DES-CBC3-MD5

(6) server's certificate was received:

subject: /C=US/ST=Utah/L=Salt Lake City/O=Morgan Stanley/OU=Online/CN=clientsl.online.msdw.com
issuer: /C=US/0O=RSA Data Security, Inc./OU=Secure Server Certification Authority

(7) sent HTTP request over encrypted channel:

GET / HTTP/1.0
Host: clientsl.online.msdw.com:443
Connection: close

(8) got back 615 bytes of HTTP response:

HTTP/1.1 302 Found

Date: Sat, 09 Mar 2002 09:43:42 GMT

Server: Stronghold/3.0 Apache/1.3.14 RedHat/3013c (Unix) mod ss1/2.7.1 OpenSSL/0.9.6
Location: https://clients.online.msdw.com/cgi-bin/ICenter/home

Connection: close

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<HTML><HEAD>

<TITLE>302 Found</TITLE>

</HEAD><BODY>

<H1>Found</H1>

The document has moved <A HREF="https://clients.online.msdw.com/cgi-bin/ICenter/
home">here</A>.<P>

<HR>

<ADDRESS>Stronghold/3.0Apache/1.3.14 RedHat/3013c Server at clientsl.online.msdw.com
Port 443</ADDRESS>

</BODY></HTML>

(9) all done, cleaned up and closed connection
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Tunneling Secure Traffic Through Proxies
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CONNECT home.netscape.com:443
HTTP/1.0 User-agent: Mozilla/1.1N

<raw SSL-encrypted data would follow here..>
Sl Cnlgr o uSgy g aalgs  wSgn Byl il mul et oS el o yo JB s sl

200 Connection zuwl o )0y jual Codbge Gygo j0 g dgd oo Jaie dabie ygyw 4 wSop
DS o Jlo,l 2dS sl 1, Established

HTTP/1.0 200 Connection established

Proxy-agent: Netscape-Proxy/1.1
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For More Information
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HTTP Security
Web Security, Privacy & Commerce/ Simson Garfinkel, O’Reilly & Associates, Inc
http://www.ietf.org/rfc/rfc2818.txt
http://www.ietf.org/rfc/rfc2817.txt
SSL and TLS
http://www.ietf.org/rfc/rfc2246.txt
http://developer.netscape.com/docs/manuals/security/sslin/contents.htm
http://www.netscape.com/eng/ssl3/draft302.txt
http://developer.netscape.com/tech/security/ssl/howitworks.html
http://www.openssl.org
Public-Key Infrastructure
http://www.ietf.org/html.charters/pkix-charter.html
http://www.ietf.org/rfc/rfc2459.txt
Digital Cryptography
Applied Cryptography/Bruce Schneier, John Wiley & Sons

The Code Book: The Science of Secrecy from Ancient Egypt to Quantum
Cryptography/Simon Singh, Anchor Books
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